Your Trusted Partner in Automation

Moxa is a leading provider of edge connectivity, industrial computing, and network infrastructure solutions

for enabling connectivity for the Industrial Internet of Things (lloT). With 35 years of industry experience,

Moxa has connected more than 102 million devices worldwide and has a distribution and service network

that reaches customers in more than 85 countries. Moxa delivers lasting business value by empowering

industries with reliable networks and sincere service. Information about Moxa’s solutions is available at

Wwww.moxa.com.
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Your Trusted

Partner In
Automation

Providing robust
connectivity technologies
and superior reliability

to futureproof your
industrial operations

Moxa is a leader in industrial networking and
communications, enabling connectivity and

reliability for the automated world of today and

tomorrow and enhancing cybersecurity for industrial

automation systems. By working together with
world-class experts and partners, we transform
our customers’ unique requirements into practical
networking solutions for industrial applications and
mission-critical infrastructure.

Enabling Connectivity for
Automation Networks

Businesses have realized the additional value and opportunities
associated with greater cross-system collaboration and integration
by converging networks into a single-system architecture based
on open standards and technologies. As a result, networking and
communications in the industrial automation world have become
increasingly sophisticated, but far more complex. With our distinct
technical capabilities, values, and decades of expertise that stand
out from the competition, Moxa is uniquely positioned to facilitate
the transformation towards converged automation networks.

Through collaboration with industry leaders on global industrial
automation projects, our connectivity solutions provide superior
value to our customers. By ensuring reliable and secure data
connectivity, our solutions help drive advanced technologies,
transforming industrial automation to enhance productivity

and efficiency in applications such as smart grid, smart rail,
intelligent transportation systems, smart manufacturing,

oil and gas, and marine.

Providing Crucial Reliability
for Critical Environments

Moxa develops reliable connectivity solutions that enable
connections and communication between a wide range of
automation devices, systems, and processes in challenging
environments. Moxa’s solutions help customers navigate the
challenges of industrial operations in an ever-changing industrial
landscape, including extreme weather, cyberthreats, and

hazardous environments.

With a “Built to Last” philosophy and over 35 years of experience
in data connectivity for industrial automation, Moxa has connected
over 102 million devices worldwide and delivered lasting business
value by empowering industries with leading-edge connectivity,
industrial computing, and communication networks that define a
new standard for industrial operations today and tomorrow.




Advancing Industrial
Networking and
Connectivity

For 35 years and counting, Moxa has
been helping major enterprises around
the world take on the challenging and
complex demands of their industrial data
network projects.
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- Co-developing rail industry standards - 1,000+ successful deployments

| | ¢ - 15+ years of rail experience with dedicated business and R&D teams - Tailored for vital and non-vital applications
- 500+ dedicated rail product solutions - World's first IEC 62443-4-2 certified solution for
onboard network security
En route to smarter, :
: ~ Marine
safer transportation o
In our pursuit of excellence, we have established dedicated business and R&D : © 4 QUIGHING tejp © El@Io8] maring [21e/aS Lee o gellitons
. ) : . } - Cyber-resilient networks for navigation based on the IACS UR E26/E27 and |IEC 62443 standards
teams specializing in rail, marine, and intelligent transportation systems (ITS).
» y i ; g - Comprehensive portfolio to augment marine integrated automation systems (IAS) and integrated
Our vision centers on crafting solutions that transcend the ordinary, addressing bridge systems (IBS)

the distinctive challenges inherent to these demanding and dynamic
environments. Embracing the mantra of "Unigue Challenges, Tailored Solutions;”

we are committed to providing resilience'in the face of cybersecurity threats, o 5
e ; INN Intelligent Transportation Systems

ensuring reliable and secure netwerks that propel uszintestfiefuture:

— 4// - Principal member of ITXPT and active contributor to committees and
— working groups

- Cyber-resilience networks based on the NIST and IEC 62443 standards

- Complete portfolio of secure high-bandwidth solutions to drive
data-intensive ITS applications such as advanced traffic management
systems (ATMS) and electronic toll collection (ETC)

Industry Certifications RIS @ ovsnss  Reensog =) & GasNK BE Y @

Certification

| 5



Rewiring the

Energy World

Facilitating the energy transition,

guiding our journey to a net-zero future

Moxa has been instrumental in the energy
transformation driven by efficiency, digitalization,
and decarbonization. Working closely with global
energy leaders and government entities, we actively
contribute to forums like CIGRE, IEC WG, UCAIlug, and PAC
World. Our mission is to help realize an intelligent global power
grid for safer and more efficient energy distribution in an

increasingly energy-conscious world.

Substation Automation

Moxa offers comprehensive networking and computing solutions
to power substation digitalization, secure IED communications,
prevent cyberattacks, and optimize grid dispatching. With over
9,000 substation deployments globally, Moxa pioneered the first
smart substation integrating IEC 61850 and IEEE 1588.

@
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Energy Storage

Grid reliability is essential in the era of renewable energy,

and Moxa recognizes the crucial role of megawatt-level BESS
in achieving this. Moxa's expertise lies in designing robust and
reliable networks for large-scale BESS operations, ensuring

seamless data flow amidst the global shift to renewables.

Y

Renewable Energy

Moxa's industrial loT solutions enable intelligent generation and
distribution of renewable energy from solar and wind sources.
They efficiently manage remote power assets, facilitating easy
deployment and integration with local SCADA or

cloud-based services.

9,000+
substation deployments globally

Top 3

cloud:service providers'
choice for DCI

o
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o

Critical Power

Moxa provides integrated connectivity solutions for managing
high-availability facilities to ensure uninterrupted power supply
to vital power loads. Our solutions enable devices—including
switchgear, meters, circuit breakers, and UPS controllers—to
operate seamlessly and optimize energy loads in such fields as
data centers, hospitals, and semiconductor fabs.

)
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Electric Vehicle Infrastructure

Moxa sets itself apart with comprehensive, scalable, and efficient
product solutions. We ensure our product offering aligns with the
latest trends in the electric vehicle sector by prioritizing network

reliability, remote management, cybersecurity, and durability.

15+ Gwh

ESS monitored globally

7 out of top10

global wind turbine
builders’ choice
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Unmanaged Switches

Moxa has a large portfolio of industrial unmanaged switches that have been
specifically designed for industrial Ethernet infrastructure. Our unmanaged
Ethernet switches uphold the stringent standards required for operational
reliability in harsh environments.

DIN-rail Managed Switches

Our DIN-rail managed switches feature industrial-grade reliability, network
redundancy, and security features based on the IEC 62443 standard. The
compact DIN-rail managed switches have a variety of copper and fiber port
combinations that provide customers with greater flexibility when deploying
networks.

Rackmount Managed Switches

Industrial rackmount switches provide modular flexibility with 24- to 64-
port routing and up to 10GbE switching capabilities, security features based
on the IEC 62443 standard, and millisecond-level, fast multicast traffic
redundancy to strengthen lloT infrastructure such as power, transportation,
manufacturing, and surveillance applications.

Ethernet Switches

Moxa provides a wide range of industrial Ethernet
switches that feature industrial-grade reliability, network

redundancy, strengthened security, easy management,

and competitive price-to-performance ratios. Our

comprehensive portfolio includes unmanaged switches,

managed switches, PoE switches, rackmount switches,
and EN 50155 switches designed for use in the rail

industry.

30

Ethernet Switches
Product Pages

PoE Switches

We provide a wide range of POE/PoE+/PoE++ switches with up to 90 W
output per port to deliver high-speed data transmission while powering
high-power devices over long distances. With an industrial-grade design, our
PoE switches provide surge protection of 4 kV per LAN port. Additionally,
Smart PoE management features simplify PoE network deployment and
maintenance.

EN 50155 Ethernet Switches

Moxa is an IRIS certified company that offers a large portfolio of rugged
Ethernet switches that comply with the EN 50155 standard. These products
have been deployed in numerous rail and metro systems around the world.
With our innovative solutions and technologies, we help train builders
achieve overall transport safety, efficiency, and significant cost and time
savings on railway operation and maintenance.


https://www.moxa.com/en/products/industrial-network-infrastructure/ethernet-switches

Unmanaged Switches

Product Series EDS-G2008-EL | EDS-G2008-ELP | EDS-G2005-EL | EDS-G2005-ELP | EDS-2008-EL EDS-2008-ELP EDS-2005-EL EDS-2005-ELP

Ethernet Interface

Max. Number of
Ports 8 8 5 5 8 8 5 5

10/100/
1000BaseT(X)
Ports (RJ45
Connector)

10/100BaseT(X)
Ports (RJ45 - - - - Upto8 8 5 5
Connector)

100BaseFX Ports
(Multi-mode SC - - - - Upto1 - - -
Connector)

100BaseFX Ports
(Multi-mode ST - - - - Upto1 - - -
Connector)

DIP Switch Configuration
Ethernet Interface Quality of Service (QoS)', Broadcast Storm Protection (BSP)

Input Voltage

12/24/48 VDC v v v v v v v v

Installation Options

DIN-rail Mounting v v v v v v v v

Wall Mounting
(With Optional Kit) 7 v v v v v y

Operating Temperature

-10 to 60°C
(14 to 140°F) v v v v v v v v
40 to 75°C v _ v _ v - v -

(-40 to 167°F)
Standards and Certifications

EMI CISPR 32, FCC Part 15B Class A

Safety UL 61010-2-201, EN 62368-1

" Enabling the QoS DIP switch will also enable Multicast Filtering which will block LLDP & PROFINET PTCP-Delay traffic by filtering frames with a destination MAC address within
the range of 01-80-C2-00-00-02 to 01-80-C2-00-00-0F.

CISPR 22/32, FCC Part 15B Class A

—
—y
w

Ethernet Switches

Unmanaged Switches

Product Series EDS-2018-ML | EDS-2016-ML | EDS-2010-ML EDS-G205 EDS-208A | EDS-205A |  EDS-208 EDS-205

Ethernet Interface

Max. Number of
Ports 18 16 10 5 8 5 8 5
10/100/
1000BaseT(X) _ _ _ 4 _ _ _ _
Ports (RJ45
Connector)
10/100BaseT(X)
Ports (RJ45 16 Upto 16 8 - Upto 8 Upto5 Upto8 5
Connector)
Combo Ports
(10/100/
1000BaseT(X) 2 - 2 1 - - - -
or 100/
1000BaseSFP+)
100BaseFX Ports
(Multi-mode SC - Upto2 - - Upto2 Upto1 Upto1 -
Connector)
100BaseFX Ports
(Multi-mode ST - Upto2 - - Upto2 Upto1 Upto1 -
Connector)
100BaseFX Ports
(Single-mode SC - Upto2 - - Upto2 Upto1 - -
Connector)

Broadcast

Storm
Protection
(BSP), Jumbo Quality of
Quality of Service (QoS), Frame, IEEE Broadcast Service (QoS),
Ethernet Interface Broadcast Storm Protection (BSP), 802.3az Storm Broadcast -
Port break alarm energy saving, Protection (BSP) Storm
100/1000 Protection (BSP)
SFP speed
switching, Port
break alarm

Alarm Contact Channels
1 Relay Output

‘(I:valltr':y?nugr rg:rtjacity v v v v - - - -
of 1A@ 24 VDC

12/24/48 VDC v v v v v 7 v NV
DIN-rail Mounting v v v v v v v v
Wall Mounting

(With Optional Kit)
Environmental Limits

-10 to 60°C
(14 to 140°F) v v v v v v v v
-40 to 75°C v 7 v v v v = -

(-40 to 167°F)
Standards and Certifications

EMI CISPR 32, FCC Part 15B Class A
UL 508,
Safety UL 61010-2-201, EN 62368-1 UL 508, EN 62368-1 UL 61010-2-201, UL 508, UL 60950-1, EN 62368-1
IEC 62368-1
Hazardous ATEX, CID2,
IS ATEX, CID2, IECEx ATEX, CID2 [ECEX -
Railway EN 50121-4 -
Traffic Control NEMA TS2 - NEMA TS2 -
Maritime ABS, DNV, LR, NK -

14



Unmanaged Switches

Product Series EDS-G308 EDS-316 EDS-309 EDS-308 EDS-305
Ethernet Interface

Max. Number of Ports 8 16 9 8 5

10/100/1000BaseT(X) Ports
(RJ45 Connector)

10/100BaseT(X) Ports
(RJ45 Connector)

Combo Ports
(10/100/1000BaseT(X) or Upto2 - - = -
100/1000BaseSFP+)

100BaseFX Ports
(Multi-mode SC Connector)

100BaseFX Ports
(Multi-mode ST Connector)

100BaseFX Ports
(Single-mode SC Connector)

100BaseFX Ports
(Single-mode SC Connector, - Upto2 - Upto2 Upto1
80 km)

DIP Switch Configuration

Upto8 = = = =

= Up to 16 6 Upto8 Upto5

- Upto2 Upto3 Upto2 Upto1

- Upto2 Upto3 Upto2 Upto1

- Upto2 - Upto2 Uptoi

Broadcast Storm
Protection (BSP), Jumbo
Frame, IEEE 802.3az
energy saving, 100/1000
SFP speed switching,
Port break alarm

Ethernet Interface Port break alarm

Alarm Contact Channels
1 Relay Output With Current

Carrying Capacity of 1 A @ v v v v v
24VDC

24 \VDC - = - — v
12/24/48 VDC v v v v =
DIN-rail Mounting v v v v v
Wall Mounting v v

(With Optional Kit)
Environmental Limits

00 60°C (32 to 140°F) - - - - v
1010 60°C (14 to 140°F) v v v v -

-40 o 75°C (-40 to 167°F) v v v v v

EMI CISPR 32, FCC Part 15B Class A

Safety UL 508, EN 62368-1 UL 508, UL 60950-1, CSA G22.2 No. 60950, EN 62368-1 e e R
Hazardous Locations ATEX, CID2

Railway EN 50121-4 -

Maritime ABS, DNV, LR, NK DNV
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Ethernet Switches

DIN-rail Managed Switches
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Product Series EDS-G4014 EDS-G4012 EDS-G4008 EDS-4014 EDS-4012 EDS-4009 EDS-4008

Ethernet Interface

Max. Number of Ports 14 12 8 14 12 9 8
(045 Comecton 8 8 8 = = - Upto2
RSB - - - : : ;
100/1000/2500BaseSFP Ports 4 Upto4 - - - - -
1000/2500BaseSFP Ports 2 - - 2 = - -
100/1000BaseSFP Ports - - - 4 Upto4 - Upto2
Combo Ports

(10/100/1000BaseT(X) or - Upto4 - - Upto4d - -
100/1000BaseSFP)

(ST or SC Gonnecton - - 5 - - 3 Upto2
A I - Uptos = = Uptos = Upto4
Filter

802.1p Class of Service v v v v v v v
802.1Q VLAN v v v v v v v
IGMP v1/v2/v3 Snooping v v v v v v v
EtherNet/IP v v v v v v v
Modbus TCP v v v v v v v
PROFINET v v v v v v v
MMS v v v v v v v

DHCP Relay Agent (Option 82) v v v v v v v
Port Mirroring v v v v v v v
RMON/SNMPv1/v2c/v3 v v v v v v v
Fiber Check v v v v v v v
Telnet/SSH v v v v v v v
TFTP v v v v v v v
STP/RSTP/MSTP v v v v v v v
MRP v v v v v v v
Turbo Ring/Turbo Chain v v v v v v v
HTTPS/SSL v v v v v v v
TACACS+/RADIUS v v v v v v v
MAB Authentication v v v v v v v
IEEE 802.1X v v v v v v v
MAC Sticky v v v v v v v
Access Control List v v v v v v v

Time Management

IEEE 1588v2 PTP
(Hardware-based)

Power Parameters

AN
AN
AN
AN
AN
AN
AN

Input Voltage The input voltage depends on the installed PWR-100 Power Module Series model. Refer to the Modular Power Supplies section (pg 167) for more information.
Installation DIN-rail mounting, Wall mounting (with optional kit)

Operating Temperature Standard models: -10 to 60°C (14 to 140°F), Wide temp. models: -40 to 75°C (-40 to 167°F)
EMI CISPR 32, FCC Part 15B Class A

Safety UL 61010-2-201, EN 62368-1

Hazardous Locations -LV/-LV-T models: ATEX, CID2, IECEx

Railway EN 50121-4

Traffic Control NEMA TS2

Power Substation IEC 61850-3, IEEE 1613 Class 1

Maritime -LV/-LV-T, PoE/PoE-T models: DNV, ABS, NK, LR

Industrial Cybersecurity IEC 62443-4-1, |IEC 62443-4-2

16



DIN-rail Managed Switches

Ethernet Interface

Max. Number of Ports 16 12 8 28 18 10
10/100/1000BaseT(X) Ports _ _ _
(RJ45 Connector) 12 Upto8 8

10/100BaseT(X) Ports _ _ _

(RJ45 Connector) 2 Upitolid 7
100/1000BaseSFP Ports 4 4 - - = -
Combo Ports

(10/100/1000BaseT(X) or - = = 4 4 3
100/1000BaseSFP)

100BaseFX Ports

(ST or SC Connector) - - - - Upto2 -
PoE Ports (10/100/1000BaseT(X), _ Unto 8 _ _ _ _
RJ45 Connector) P

802.1p Class of Service v v v v v v
802.1Q VLAN v v v v v v
IGMP v1/v2/v3 Snooping v v v v v v
Industrial Protocols

EtherNet/IP v v v v v v
Modbus TCP v v v v v v
PROFINET v v v v v v

DHCP Relay Agent (Option 82) v v v v v v
Port Mirroring v v v v v v
RMON/SNMPv1/v2c/v3 v v v v v v
Syslog v v v v v v
Fiber Check v v v v v v
Telnet/SSH v v v v v v
TFTP v v v v v v
STP/RSTP/MSTP v v v v v v
MRP v v v v v v
Turbo Ring/Turbo Chain v v v v v v
HTTPS/SSL v v v v v v
TACACS+/RADIUS v v v v v v
MAB Authentication v v v v v =
IEEE 802.1X v v v v v v
MAC Sticky v v v v v v
Access Control List v v v v v =

Power Parameters

. -LV models:
Non-PoE models: 12/24/48/-48 VDC,
Inout Voltage 12/24/48/-48 VDG 12/24/48/-48 VDC 12/24/48/-48 VDC 12/24/48/-48 VDG Redundant dual inputs 12/24/48/-48 VDC
p 9 Redundant dual inputs PoE models: 48 VDC Redundant dual inputs Redundant dual inputs “HV models: 110/'2’20 Redundant dual inputs
Redundant dual inputs VDC/VAC, Single input

Physical Characteristics
Installation DIN-rail mounting, Wall mounting (with optional kit)
Environmental Limits

. Standard models: -10 to 60°C (14 to 140°F)
fbetidilEmEeiatiie Wide temp. models: -40 to 75°C (-40 to 167°F)

Standards and Certifications
EMI CISPR 32, FCC Part 15B Class A
All models: UL 508 UL 61010-2-201,

Safety UL 508 PoE models: EN 62368-1 UL 508 EN 62368-1 UL 508, EN 62368-1 UL 508
. Non-PoE models:
Hazardous Locations ATEX, CID2 ATEX, CID2 ATEX, CID2 = ATEX, CID2
Railway EN 50121-4 - EN 50121-4
Traffic Control NEMA TS2 = NEMA TS2
Power Substation IEC 61850-3, IEEE 1613
o Non-PoE models:
Maritime ABS, DNV, LR, NK ABS, DNV, LR, NK ABS, DNV, LR, NK - ABS, DNV, LR, NK
| 17

Ethernet Switches

DIN-rail Managed Switches

Product Series EDS-G509 EDS-510A EDS-508A EDS-505A EDS-408A EDS-405A

Ethernet Interface

Max. Number of Ports 9 10 8 5 8 5
= : - - - -
e = 7 Upto8 Upto5 Upto8 Upto5
100/1000BaseSFP Ports - Upto3 - - - -
Combo Ports
(10/100/1000BaseT(X) or 5 - - - - -
100/1000BaseSFP)
L, = = Upto2 Upto2 Upto3 Upto2
802.1p Class of Service v v v v v v
802.1Q VLAN v v v v v v
IGMP v1/v2 Snooping v v v v v v
Industrial Protocols
EtherNet/IP v v v v v v
Modbus TCP v v v v v v
PROFINET - - - - PN models PN models
Management
3)’:)(:; r?;'za)y Agent 7 v 7 7 v v
Port Mirroring v v v v v v
RMON/SNMPv1/v2c/v3 v v v v v v
Syslog v v v v v v
Fiber Check v v = = -
Telnet/SSH v v v v v v
TFTP v v v v v v

Redundancy Protocols

STP/RSTP/MSTP v v v v v v
MRP - - - - - -
Turbo Ring/Turbo Chain v v v v v v

HTTPS/SSL v v v v HTTPS only HTTPS only
TACACS+/RADIUS v v v v = -
MAB Authentication - - - - = -
IEEE 802.1X v v v v = -
MAC Sticky - - - = = _

Access Control List - - - = = -

EDS-408A-3S-3C-48(-T)
12/24/48 VDC 24 VDC 12/24/48 VDC 12/24/48 VDC models: +24/+48 VDC 12/24/48 VDC
Redundant dual inputs Redundant dual inputs Redundant dual inputs Redundant dual inputs ~ Other models: 12/24/48 VDC  Redundant dual inputs
Redundant dual inputs

Input Voltage

Physical Characteristics
Installation DIN-rail mounting, Wall mounting (with optional kit)
Environmental Limits

Standard models:
) 0 to 60°C (32 to 140°F) Standard models: -10 to 60°C (14 to 140°F)
hatidlemperaig Wide temp. models: Wide temp. models: -40 to 75°C (-40 to 167°F)

-40 to 75°C (-40 to 167°F)
Standards and Certifications
EMI CISPR 32, FCC Part 15B Class A

All models: UL 508
EDS-408A, EDS-408A-MM- All models: UL 508
Safety UL 508, EN 62368-1 EN 62368-1, UL 60950-1, UL 508 SC/MM-ST/SS-SC/EIP/PN Non-PTP models:
models: UL 60950-1, UL 60950-1, EN 62368-1
EN 62368-1

EDS-408A, EDS-408A-MM-
Hazardous Locations - ATEX, CID2 SC/MM-ST/SS-SC/EIP/PN
models: ATEX, CID2, IECEx
Railway EN 50121-4 EN 50121-4 - - EN 50121-4 -
EDS-408A, EDS-408A-MM-
Traffic Control - NEMA TS2 - - SC/MM-ST/SS-SC/EIP/PN
models: NEMA TS2
Power Substation - - - = = -
All models (excluding
EDS-408A-3S-SC-48-(T)):
DNV, NK, LR Non-PTP models:
EDS-408A, EDS-408A-MM- DNV, LR
SC/MM-ST/SS-SC/EIP/PN
models: ABS

Non-PTP models: ATEX,
CID2

Non-PTP models:
NEMA TS2

Maritime ABS, DNV, LR, NK DNV
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DIN-rail Managed Switches

I Preliminary I Preliminary I Preliminary I Preliminary I Preliminary Preliminary

Product Series SDS-G3016 SDS-G3010 SDS-G3008 SDS-G3006 SDS-3016 SDS-3010 SDS-3008 SDS-3006

Ethernet Interface
Max. Number of Ports 16 10 8 6 16 10 8 6

10/100/1000BaseT(X)
Ports (RJ45 Connector)

10/100BaseT(X) Ports
(RJ45 Connector)

100/1000BaseSFP Ports Upto2 - - - Upto2 - - -

Combo Ports
(10/100/1000BaseT(X) or - 2 - Upto2 - 2 - Upto2
100/1000BaseSFP)

PoE Ports
(10/100BaseT(X),
10/100/1000BaseT(X),
RJ45 Connector)

Filter

802.1p Class of Service Fixed profiles

802.1Q VLAN v v v v v v v v
IGMP v1/v2/v3 Snooping Enabled via EtherNet/IP function

Industrial Protocols
EtherNet/IP
Modbus TCP
PROFINET
Management

DHCP Relay Agent
(Option 82)

Port Mirroring
RMON/SNMPv1/v2c/v3
Syslog

Fiber Check
Telnet/SSH =
TFTP

Redundancy Protocols
STP/RSTP v v v v v v v v
MSTP - - - - - - - -
MRP v v v v v v v v
Turbo Ring/Turbo Chain - - - - - - - -

Up to 16 Upto8 8 Upto 6 Upto2 - - -

- - - - Upto 16 Upto8 8 Upto 6

= Upto8 = Upto4 = Upto8 = Upto 4

AN
(\
AN

v v v
v v v

AN
AN

AN
AN
AN
\
AN

<
<
AN
<
AN
AN
AN
AN

S s
S Y B
SN Y
S N Y
Sl
S N S
S
S Y B

AN
<
AN
AN
AN
AN
<
<

Security

HTTPS/SSL HTTPS only

TACACS+/RADIUS - - - - - - - -
MAB Authentication - - - - = = - -
IEEE 802.1X - - - - - - - -
MAC Sticky - - - = = - - -
Access Control List - - - - - - - -

Power Parameters

SDS-(G)3010-8PoE-2GTXSFP models: 48 VDC
Input Voltage All other models: 12/24/48 VDC
Redundant dual inputs

Physical Characteristics
Installation DIN-rail mounting, Wall mounting (with optional kit)
Environmental Limits

Standard models: -10 to 60°C (14 to 140°F)

Operating Temperature Wide temp. models: -40 to 75°C (-40 to 167°F)

Standards and Certifications

EMI CISPR 32, FCC Part 15B Class A
Safety UL 61010-2-201, EN 62368-1
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Ethernet Switches

DIN-rail Managed Switches

Product Series TSN-G5008 TSN-G5004

Ethernet Interface
Max. Number of Ports 8 4

10/100/1000BaseT(X) Ports
(RJ45 Connector)

Combo Ports (10/100/1000BaseT(X)
or 100/1000BaseSFP)

802.1p Class of Service v v
802.1Q VLAN v v
IGMP v1/v2/v3 Snooping - -
Industrial Protocols

EtherNet/IP - -
Modbus TCP - -
PROFINET - -
Management

DHCP Relay Agent (Option 82) - -
Port Mirroring v
RMON - -
SNMPv1/v2c/v3
Syslog

Fiber Check - -
Telnet/SSH

TFTP

Redundancy Protocols
STP/RSTP v v
MSTP - -
MRP - -
Turbo Ring/Turbo Chain Turbo Chain only

Security

HTTPS/SSL v v
TACACS+/RADIUS v v
MAB Authentication - -
|IEEE 802.1X - -
MAC Sticky - -
Access Control List - -

NS
<X AN

NS
S

Time Management

IEEE 1588v2 PTP (Hardware-based) v v
IEEE 802.1 AS v 7
IEEE 802.1 Qbv v Y

Power Parameters
Input Voltage 12 to 48 VDC, Redundant dual inputs
Physical Characteristics

Installation DIN-rail mounting, Wall mounting (with optional kit)
Environmental Limits

Operating Temperature -10 to 60°C (14 to 140°F)
EMI CISPR 32, FCC Part 15B Class A
Safety UL 61010-2-201, EN 62368-1
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DIN-rail Managed Switches

MDS-G4028-4XGS MDS-GA4020-4XGS MDS-GA4012-4XGS MDS-G4028

Ethernet Interface

Max. Number of Ports 28 20 12 28 20 12
10GbE SFP+ Slots 4 4 4 - = -
}ggocg);;gggg?’?r;m o Upim 22 Ui i Ui (up touzetnS)FZPsports) (up toL:%tngPoports) (up toug gl.ﬂlzports)
:;"ffg‘ég;';ggﬁp()‘ TR Upto 24 Upto 16 Uptos Upto 24 Upto 16 Uptos
802.1p Class of Service v v v v v v
802.1Q VLAN v v v v v v
IGMP v1/v2/v3 Snooping v v v v v v
Industrial Protocols

EtherNet/IP/Modbus TCP/MMS v v v v v v
Management

Layer 3 Switching L3 models

DHCP Relay Agent (Option 82) v v v v v v
Port Mirroring (SPAN/RSPAN) v v v v v v
RMON/SNMPv1/v2c/v3 v v v v v v
Syslog v v v v v v
Fiber Check v v v v v v
Telnet/SSH v v v v v v
TFTP v v v v v v
STP/RSTP/MSTP v v v v v v
MRP v v v v v v
Turbo Ring/Turbo Chain v v v v v v
HTTPS/SSL v v v v v v
TACACS+/RADIUS v v v v v v
MAC Sticky v 7 v 7 7 v
MAB Authentication v v v v v v
|IEEE 802.1X v v v v v v
Access Control List v v v v v v
DHCP Snooping v v v v v v
Dynamic ARP Inspection v v v v v v
IP Source Guard v v v v v v

Time Management

IEEE 1588v2 PTP
(Hardware-based)

AN
<
AN
|
|
|

Power Parameters
Input Voltage The input voltage depends on the installed PWR(-A) Power Module Series model. Refer to the Modular Power Supplies section (pg 167) for more information.
Physical Characteristics

Installation DIN-rail ing, Wall ing (with opti kit), Rack ing (with

Environmental Limits

kit)

Operating Temperature -40 to 75°C (-40 to 167°F) Mﬁai"&ﬁ_":ﬁggﬁ;;jgotgosgggé}igot;ﬁ(gﬁh
Standards and Certifications
EMI CISPR 32, FCC Part 15B Class A

EN 62368-1, IEC 62368-1, UL 62368-1, IEC 60950-1, UL 61010-2-201,

Safety EN 61010-2-201 EN 62368-1, IEC 62368-1, UL 62368-1, IEC 60950-1
Hazardous Locations = ATEX, CID2

Railway EN 50121-4

Traffic Control NEMA TS2

Power Substation IEC 61850-3, IEEE 1613
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Ethernet Switches

DIN-rail Managed Switches

3

.
=]

Product Series EDS-619 EDS-616 EDS-611 EDS-608 CM-600 Modules

Ethernet Interface

Max. Number of Ports 19 16 1 8 =
Combo Ports
(10/100/1000BaseT(X) or 3 = 3 = =
100/1000BaseSFP)
CM-600-3MSC/1TX: 1
Modular Ports CM-600-3SSC/1TX: 1
(10/100BaseT(X), RJ45 Up to 16 Upto 16 Upto8 Upto8 CM-600-4TX: 4
Connector) CM-600-2MSC/2TX: 2
CM-600-2SSC/2TX: 2
CM-600-3MSC/1TX: 3
CM-600-3SSC/1TX: 3
CM-600-4MST: 4
Mgggglsrel’F%ts Upto 16 Upto 16 Upto8 Upto8 CM-600-4MSC: 4

CM-600-4SSC: 4
CM-600-2MSC/2TX: 2
CM-600-2SSC/2TX: 2

802.1p Class of Service v v v v -
802.1Q VLAN v v v v -
IGMP v1/v2 Snooping v v v v =
EtherNet/IP v v v v -
Modbus TCP v v v v =
R C e g . . v _
Port Mirroring v v v v -
RMON/SNMPv1/v2c/v3 v v v v -
Syslog v v v v =
Fiber Check v - v - —
Telnet/SSH v v v v -
TFTP v v v v -
STP/RSTP/MSTP v v v v =
Turbo Ring/Turbo Chain v v v v -
HTTPS/SSL v v v v -
TACACS+/RADIUS v v v v =
802.1X v v v v =

Power Parameters
Input Voltage 12/24/48 VDC, Redundant dual inputs =
Physical Characteristics

Installation DIN-rail mounting, Wall mounting (with optional kit) -
Operating Temperature Standard models: 0 to 60°C (32 to 140°F), Wide temp. models: -40 to 75°C (-40 to 167°F) -
EMI CISPR 32, FCC Part 15B Class A -
Safety EN 62368-1, UL 508 -
Hazardous Locations ATEX, CID2 -
Railway EN 50121-4 =
Traffic Control NEMA TS2 -
Maritime ABS, DNV, LR, NK -
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DIN-rail Managed Switches

Product Series PT-G510 PT-G503 PT-510 PT-508

Ethernet Interface

Max. Number of Ports 10 3 10 8
(R4S Comcton Uptos - - -
100/1000BaseSFP Slots Upto 10 - - -
(RS Comnector) - - UptoB 6
100BaseFX Ports - - Upto4 2
Combo Ports

(10/100/1000BaseT(X) or - 3 - =
100/1000BaseSFP+)

Filter

IGMP v1/v2/v3 v - v1, v2 only v1, v2 only
802.1Q VLAN v - v v
GVRP v - v v
Management

DHCP Relay Agent (Option 82) v v v v
Port Mirror v v v v
SNMPv1/v2c/v3 v v v v
LLDP v v v v
Fiber Check v v = -
Telnet v v v v
TFTP v - v v
HTTP v v v v
Syslog v v v v
IPv4/IPv6 v v v v
STP/RSTP/MSTP v - v v
MRP v = - _
Turbo Ring/Turbo Chain v - v v
PRP/HSR v v - -
TACACS+/RADIUS v v v v
SSH v v v v
Port Lock v - v v
MAC Sticky v = = -
Broadcast Storm Protection v = - -
MAB Authentication v - - -
Access Control List v - - -

Time Management
SNTP, NTP Server/Client

IEEE 1588v2 PTP
(Hardware-based) v v

Power Parameters

|

AN
<
AN

Input Voltage 24/48 VDC, 110/220 VDC/VAC, Redundant dual inputs 24/48 VDC, 110/220 VDC/VAC
Operating Temperature -40 to 75°C (-40 to 167°F) -40 to 85°C (-40 to 185°F) -40 to 85°C (-40 to 185°F) -40 to 85°C (-40 to 185°F)
EMI CISPR 32, FCC Part 15B Class A
Safety IEC 62368-1, UL 62368-1 UL 508
Railway EN 50121-4 =
Maritime -WV models: DNV, IEC 60945 -
Power Substation [0S 2 el 2200 IEC 61850-3, IEEE 1613
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Ethernet Switches

Rackmount Managed Switches

I Preliminary I Preliminary I Preliminary

MRX-Q4064 MRX-G4064 XM-4000 Modules
Product Series
Modular Switch Modular Switch Modules for MRX-Q4064/G4064

Ethernet Interface

Max. Number of Ports 64 64 =
10GbE SFP+ Slots 16 8 -
Modular Ports

(1000/2500BaseT(X) or Up to 48 - XM-4000-16QGTX/-16QGSFP: 16
1000/2500BaseSFP)

1000BaseT(X) or 1000BaseSFP Up to 48 Up to 56 XM-4000-16GTX/-16GSFP: 16
Filter

IGMP vi1/v2/v3 v v -
802.1p Class of Service v v =
802.1Q VLAN v v =
Management

Layer 3 Switching v v -
Port Mirroring (SPAN/RSPAN) v v =
RMON/SNMPv1/v2c/v3 v v =
LLDP v v -
Telnet/SSH v v -
TFTP v v -
STP/RSTP/MSTP v v -
Turbo Ring/Turbo Chain Turbo Ring only -
ERPS v v =
HTTPS/SSL v v -
TACACS+/RADIUS v v -
MAC Sticky v v -
IEEE 802.1X v v -
Access Control List v v -

Time Management

IEEE 1588v2 PTP
(Hardware-based) 4 4

Power Parameters
Input Voltage 230 to 240 VDC; 100 to 240 VAC, 50 to 60 Hz (using the PWR-300 Series, see pg 167) -
Physical Characteristics

Installation Rack mounting -

Environmental Limits

Operating Temperature -10 to 60°C (14 to 140°F) -
EMI CISPR 32, FCC Part 15B Class A =
Safety EN 62368-1, UL 61010, IEC 62368-1, UL 62368-1 -
Railway EN 50121-4 -
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Rackmount Managed Switches

ICS-G7852A ICS-G7850A ICS-G7848A ICS-G7752A ICS-G7750A ICS-G7748A it GrOD0A
Product Series Modules for
Modular Switch odular Switc Modular Swit Modular Switc Modular Switc Modular Switch ICS-G7700A/
G7800A

Ethernet Interface

Max. Number of Ports 52 50 48 52 50 48 -
10GbE SFP+ Slots 4 2 - 4 2 - —
Modular Ports IM;g;I_?(?gA-
(10/100/1000BaseT(X), Up to 48 Up to 48 Up to 48 Up to 48 Up to 48 Up to 48 |M-G7000A—4POE:
RJ45 Connector) 4 (PoE)
e Upto 48 Up t0 48 Upto 48 Up to 48 Upto 48 Up to 48 A
IGMP v1/v2/v3 v v v v v v -
802.1p Class of Service v v v v v v -
802.1Q VLAN v v v v v v =
Industrial Protocols

EtherNet/IP v v v v v v —
Modbus TCP v v v v v v -
Management

Layer 3 Switching v v v - - - -
([:)":g; :glza)y Agent v v 7 v v v _

Port Mirroring v v v v v v =
RMON/SNMPv1/v2c/v3 v v v v v v -
LLDP v v v v v v -
Fiber Check v v v v v v -
Telnet/SSH v v v v v v -
TFTP v v v v v v —
STP/RSTP/MSTP v v v v v v —

MRP v v v v v v -
Turbo Ring/Turbo Chain v v v v v v =
HTTPS/SSL v v v v v v —
TACACS+/RADIUS v v v v v v -

MAC Sticky v 7 v 7 7 v _

MAB Authentication v v v v v v -

IEEE 802.1X v v v v v v —
Access Control List v v v v v v -

Power Parameters
Input Voltage 110 to 220 VAC, Redundant dual inputs -
Physical Characteristics

Installation Rack mounting =

Operating Temperature -10 to 60°C (14 to 140°F) -

EMI CISPR 32, FCC Part 15B Class A -

Safety EN 61010-2-201, UL 61010-2-201 -

Railway EN 50121-4 -
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Ethernet Switches

Rackmount Managed Switches

Product Series ICS-G7828A ICS-G7826A ICS-G7528A ICS-G7526A

Ethernet Interface

Max. Number of Ports 28 26 28 26
10GbE SFP+ Slots 4 2 4 2
Combo Ports

(10/100/1000BaseT(X) or 4 4 4 4
100/1000BaseSFP+)

10/100/1000BaseT(X)

Ports (RJ45 Connector) or 20 20 20 20
100/1000BaseSFP Slots

IGMP vi1/v2/v3 v v v v
802.1p Class of Service v v v v
802.1Q VLAN v v v v
EtherNet/IP v v v v
Modbus TCP v v v v
PROFINET v v v v
Layer 3 Switching v v - -
e o ‘ ‘ ‘ ‘
Port Mirroring v v v v
RMON/SNMPv1/v2c/v3 v v v v
LLDP v v v v
Fiber Check v v v v
Telnet/SSH v v v v
TFTP v v v v
STP/RSTP/MSTP v v v v
MRP v v v v
Turbo Ring/Turbo Chain v v v v
HTTPS/SSL v v v v
TACACS+/RADIUS v v v v
MAGC Sticky v v v v
MAB Authentication v v v v
IEEE 802.1X v v v v
Access Control List v v v v

Power Parameters
Input Voltage 100 to 240 VAC, Redundant dual inputs
Physical Characteristics

Installation Rack mounting
Environmental Limits

Operating Temperature -40 to 75°C (-40 to 167°F)

EMI CISPR 32, FCC Part 15B Class A

Safety UL 61010-2-201, EN 61010-2-201, UL 62368-1, IEC 62368-1
Railway EN 50121-4

Traffic Control NEMA TS2
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Rackmount Managed Switches

) RKS-G4028 RM-G4000 Modules IKS-G6824A IKS-G6524A
Product Series
Wodular Switch Modules for FKS-G4028
Ethernet Interface

Max. Number of Ports 28 = 24 24

Combo Ports
(10/100/1000BaseT(X) or - - 4 4
100/1000BaseSFP+)

10/100/1000BaseT(X) Ports
(RJ45 Connector)

Up to 28 RM-G4000-8GPoE/-GTX: 8 Up to 24 Up to 24

Modular Ports RM-G4000-4MSC2TX/-4SSC2TX/-4MST2TX: 2
RM-G4000-2MST4TX/-2SSCATX/-2MSCATX: 4
93{.‘,233,?? LS e RM-G4000-8TX/-8POE: 8 - -

RM-G4000-2MSCATX: 4
100/1000BaseSFP Ports Upto28 RM-G4000-8GSFP: 8 Up to 24 Up to 24
Modular Ports (100BaseSFP) Up to 24 RM-G4000-8SFP: 8 = =

RM-G4000-2MSTATX/-2SSCATX/-2MSCATX: 2
RM-G4000-4MSC2TX/-4SSC2TX/-AMST2TX: 4 = =
RM-G4000-6SSC/-6MSC/-6MST: 6

Modular Ports (100BaseFX) Upto18

Filter

IGMP vi1/v2/v3 v - v v
802.1p Class of Service
802.1Q VLAN v = v v
Industrial Protocols

EtherNet/IP/Modbus TCP v -
PROFINET - -
MMS v -
Management

Layer 3 Switching L3 models =
DHCP Relay Agent (Option 82) v -
Port Mirroring
RMON/SNMPv1/v2c/v3
LLDP

Fiber Check

Telnet/SSH

TFTP

Redundancy Protocols
STP/RSTP/MSTP

MRP

Turbo Ring/Turbo Chain
Security

HTTPS/SSL
TACACS+/RADIUS

MAC Sticky

MAB Authentication
IEEE 802.1X

Access Control List
DHCP Snooping
Dynamic ARP Inspection
IP Source Guard

Time Management

|IEEE 1588v2 PTP
(Hardware-based)

Power Parameters

AN
1

AN
AN

1N N
1NN B

S

I
SIS SSESSES S
SIS SR]S

NSNS
I NI B
SIS
SIS

I
SESSESS S SS
SIS SN

SSESSESESSESS TS SN
I

AN
1
|
1

24/48 VDC, 110/220 VAC, 110/220 VDC,
Input Voltage Redundant power supplies =
PoE models: 48 VDC

110 to 240 VAC, Redundant dual inputs

Physical Characteristics
Installation Rack mounting - Rack mounting
Environmental Limits

Standard models: -10 to 60°C (14 to 140°F)

(ORI WE RS =D IEFEE D I/ - Wide temp. models: -40 to 75°C (-40 to 167°F)

Standards and Certifications

EMI CISPR 32, FCC Part 15B Class A - CISPR 32, FCC Part 15B Class A

Safety EN 62368-1, UL 62368-1, UL 61010 = UL 62368-1, IEC 62368-1, UL 61010-2-201, EN 61010-2-201
Railway EN 50121-4 - EN 50121-4

Traffic Control NEMA TS2 = NEMA TS2

Power Substation IEC 61850-3, IEEE 1613 - - -
Industrial Cybersecurity |IEC 62443-4-1, |EC 62443-4-2 - - -
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Ethernet Switches

Rackmount Managed Switches

IKS-6728A IKS-6726A IM-6700A Modules
Product Series
Modular Switch Modular Switch Modules for IKS-6700A

Ethernet Interface

Max. Number of Ports 28 26 -
Combo Ports
(10/100/1000BaseT(X) or 4 2 -
100/1000BaseSFP+)
IM-6700A-2MSCATX/-2MSTATX/-2SSCATX: 4
gﬂg%ﬁsﬂﬂf"m Upto 24 Up to 24 IMI-6700A-4MST2TX/-4SSC2TX/-4MSC2TX: 2

IM-6700A-8TX/-8PoE: 8
Modular Ports (100BaseSFP) Up to 16 Up to 16 IM-6700A-8SFP: 8
IM-6700A-2MSCATX/-2MST4TX/-2SSCATX: 2

Modular Ports (100BaseFX) Upto 12 Up to 12 IM-6700A-4MST2TX/-4SSC2TX/-4MSC2TX: 4
IM-6700A-6MSC/-6SSC/-6MST: 6

IGMP v1/v2/v3 v v —
802.1p Class of Service v v -
802.1Q VLAN v v —
Industrial Protocols

EtherNet/IP/Modbus TCP v v —
PROFINET v v —
Layer 3 Switching = - _
DHCP Relay Agent (Option 82) v v _
Port Mirroring v v =
RMON/SNMPv1/v2c/v3 v v =
LLDP v v -
Fiber Check v v =
Telnet/SSH v v =
TFTP v v =
STP/RSTP/MSTP v v o
MRP v v =
Turbo Ring/Turbo Chain v v =
HTTPS/SSL v v =
TACACS+/RADIUS v v —
MAC Sticky v v -
MAB Authentication v v —
IEEE 802.1X v v —
Access Control List v v —

Power Parameters

Input Voltage 24 VDC, 48 VDC, 110/220 VAC, Redundant dual inputs -
Physical Characteristics

Installation Rack mounting -

Environmental Limits

Operating Temperature -40 to 75°C (-40 to 167°F) -
EMI CISPR 32, FCC Part 15B Class A -
Safety EN 60950-1, UL 60950-1 -
Railway EN 50121-4 -
Maritime Non-PoE models: ABS, CCS, DNV, LR, NK ABS, DNV, LR, NK -
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Rackmount Managed Switches

PT-G7828 PT-G7728 LM-7000H Modules PT-7528 PM-7500 Modules

0 : Modules for PT-G7000/ . .
Modular Switch Modular Switch MDS-G4000(-4XGS) Switch With Module Slot Modules for PT-7528

Product Series

Ethernet Interface

Max. Number of Ports 28 28 - 28 -
10/100/1000BaseT(X) Ports . P _ _

(RJ45 Connector) Up to 26 Up to 26 LM-7000H-4GTX: 4

100/1000BaseSFP Slots Upto 26 Up to 26 LM-7000H-4GSFP: 4 @ 000Bas RS Hots ) =
10/100BaseT(X) Ports T o _

(RJ45 Connector) Up to 26 Up to 24 LM-7000H-4TX: 4 Up to 24

100BaseFX Ports _ _ _ Up to 20 PM-7500-2MSC/-2MST/-2SSC: 2
(SC or ST Connector) P PM-7500-4MSC/-4MST/-4SSC: 4
Combo Ports

(100/1000BaseT(X) PRP/HSR LM-7000H-2GPHR: 2

o1 ())0/1 000BaseSFP PRP/ - Ipwa (for PT-G7728 only) - -
(10/100/1000BaseT(0 or - § - - PU-7500-20TXSFP: 2
100/1000BaseSFP+) 5
5355"833.1‘!3{33"“““‘”’ Upto24 Up to 24 LM-7000H-4PoE: 4 - _
e L Upto24 Upto24 LM-7000H-4GPoE: 4 - _
IGMP v1/v2/v3 v v = v _
802.1p Class of Service v v - v =
802.1Q VLAN v v - v =
Layer 3 Switching v = = - -
DHCP Relay Agent (Option 82) v v - v —
Port Mirroring v v = v _
SNMPv1/v2c/v3 v v - v =
LLDP v v - v -
Fiber Check v v - v _
Telnet v v - v =
TFTP v v = 7 -
Dying Gasp v v = = -
STP/RSTP/MSTP v v o v —
MRP - v = - -
Turbo Ring/Turbo Chain v v - v -
PRP/HSR - v = - _
TACACS+/RADIUS v v - v =
Port Lock v v = v =
MAC Sticky v v = o -
Broadcast Storm Protection v v - v =
MAB Authentication v v = = =
Access Control List v v - = o

Time Management
SNTP, NTP Server/Client

|IEEE 1588v2 PTP
(Hardware-based)

Power Parameters

|

AN
1
AN
1

24/48 VDC v v = v =
110/220 VDC/VAC v v - v =
Power Module Slots 2 (hot-swappable) 2 (hot-swappable) - - -

Environmental Limits

-40 to 85°C (-40 to 185°F)

(ORI LI With LM-7000H-26PHR module installed: -40 to 75°C

Standards and Certifications

EMI CISPR 32, FCC Part 15B Class A = CISPR 32, FCC Part 15B Class A =
Safety IEC 62368-1, UL 62368-1 = UL 508 =
Railway EN 50121-4 = EN 50121-4 =
Power Substation IEC 61850-3 Edition 2.0 Class 2, IEEE 1613 = IEC 61850-3, IEEE 1613 =
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Ethernet Switches

PoE Switches

— & U € § 0

Product Series RKS-G4028-PoE | IKS-6728A-8PoE | EDS-G4012-8P | EDS-4012-8P EDS-4008-4P | EDS-G512E-8PoE | EDS-P510A-8PoE EDS-P510 EDS-P506E-4PoE

Ethernet Interface

Max. Number of Ports 28 28 12 12 8 12 10 10 6
PoE Ports

(10/100/1000BaseT(X), Up to 24 - 8 - - 8 - - -
RJ45 Connector)

PoE Ports

(10/100BaseT(X), Up to 24 Up to 24 = 8 4 = 8 4 4
RJ45 Connector)

802.1p Class of Service v v v v v v v v v
802.1Q VLAN v v v v v v v v v
IGMP v1/v2/v3 Snooping v v v v v v vi/v2 only v1i/v2 only v
EtherNet/IP/Modbus TCP v v v v v v v v v
PROFINET - v v v v v - - v
MMS v - - = = = - - -
%’:ﬁi'; Eg'za)y Agent v v v v 7 7 v v v
Port Mirroring v v v v v v v v v
RMON/SNMPv1/v2c/v3 v v v v v v v v v
Syslog v v v v v v v v v
Fiber Check v v v v v v v v v
Telnet/SSH v v v v v v v v v
TFTP v v v v v v v v v
STP/RSTP/MSTP v v v v v v v v v
MRP v v v v v v = - Y
Turbo Ring/Turbo Chain v v v v v v v v v
HTTPS/SSL v v v v v v v v v
TACACS+/RADIUS v v v v v v v v v
MAB Authentication v v v v v v = — 7
IEEE 802.1X v v v v v v v v v
MAC Sticky v v v v v v = = v
Access Control List v v v v v v = = v

Power Over Ethernet

IEEE 802.3af/at v v v v v v v 802.3af only v

IEEE 802.3bt v - v v v _ _ _ _
Force Mode v v v v v v v v v
Total Power Budget (Max.) 300 W 720W 240 W 240 W 240 W 240W 240 W 61.6W 180 W
Each PoE Port (Max.) 90w 36W 0w 0w 0w 3BW 36W 15.4W 60W
12/24/48 VDC - - -LVB/-LVB-T models = = = v
48VDC v v -LVA/-LVA-T models v v v -
Installation Rack mounting DIN-rail ing, Wall ing (with opti kit)

00 60°C (32 to 140°F) - - - - - - - v -

-10 10 60°C (14 to 140°F) - v v v v v v - v

-40 to 75°C (-40 to 167°F) v v v v v v v v v

EMI CISPR 32, FCC Part 15B Class A FOC part 158 CISPR 32, FCC Part 15B Class A
AR 2mmt wooosmeesss S, we i wetem
Hazardous Locations - CID2 -

Railway EN 50121-4 - EN 50121-4
Traffic Control NEMA TS2 - NEMA TS2 - NEMA TS2 - NEMA TS2
Power Substation EaoEts = IEC 61850-3, IEEE 1613 Class 1 i = e
Maritime - - ABS, DNV, LR, NK - - 5 L DR -
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PoE Switches

I Preliminary I Preliminary I Preliminary I Preliminary

Product Series SDS-G3010-8PoE SDS-G3006-4PoE SDS-3010-8PoE SDS-3006-4PoE EDS-G205A-4PoE EDS-P206A-4PoE

Ethernet Interface

LITTY

Max. Number of Ports 10 6 10 6 5 6
PoE Ports

(10/100/1000BaseT(X), 8 4 - - 4 _
RJ45 Connector)

PoE Ports (10/100BaseT(X), _ _ 8 4 _ 4
RJ45 Connector)

et

802.1p Class of Service Fixed Profiles - -
802.1Q VLAN v v v v = -
IGMP v1/v2/v3 Snooping Enabled via EtherNet/IP function - -
EtherNet/IP v v v v - -
Modbus TCP v v v v - =
PROFINET v v v v = -
Port Mirroring v v v v = -
RMON/SNMPv1/v2c/v3 v v v v - -
Syslog v v v v = -
Fiber Check v v v v — -
TFTP 7 v v 7 - -
STP/RSTP v v v v = -
MRP v v v v = -

Security
HTTPS v v v v - -

Power Over Ethernet

|IEEE 802.3af/at v v v v v v
Force Mode v v v v = -
Total Power Budget (Max.) 240 W 120 W 240 W 120 W 144 W 120w
Each PoE Port (Max.) 30w 30w 30w 30w 36 W 30w
12/24 VDC - - - - v v
12/24/48 VDC - v - v = —
48 VDC v - v - v v

Physical Characteristics
Installation DIN-rail mounting, Wall mounting (with optional kit)

Operating Temperature

0 to 60°C (32 to 140°F) - - - = 7 -
-10 to 60°C (14 to 140°F) v v v v = v
-40 to 75°C (-40 to 167°F) v v v v v v
EMI CISPR 32, FCC Part 15B Class A

Safety UL 61010-2-201, EN 62368-1 UL 508, EN 62368-1 UL 508
Railway - EN 50121-4 -
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Ethernet Switches

PoE Switches

Product Series MDS-G4028-4XGS MDS-G4020-4XGS MDS-G4012-4XGS MDS-G4028 MDS-G4020 MDS-G4012

Ethernet Interface

Max. Number of Ports 28 20 12 28 20 12
10GbE SFP+ Slots 4 4 4 - = _
B b Upto24 Up to 16 Upto8 Upto24 Upto 16 Upto8
gg;ng:;;g{;gosaseTm, Up to 24 Upto 16 Uptos Up to 24 Upto 16 Upto8
802.1p Class of Service v v v v v v
802.1Q VLAN v v v v v v
IGMP v1/v2/v3 Snooping v v v v v v
Industrial Protocols

EtherNet/IP/Modbus TCP/MMS v v v v v v
Management

DHCP Relay Agent (Option 82) v v v v v v
Port Mirroring v v v v v v
RMON/SNMPv1/v2c/v3 v v v v v v
Syslog v v v v v v
Fiber Check v v v v v v
Telnet/SSH v v v v v v
TFTP v v v v v v
Layer 3 Switching L3 models only

STP/RSTP/MSTP v v v v v v
MRP v v v v v v
Turbo Ring/Turbo Chain v v v v v v
HTTPS/SSL v v v v v v
TACACS+/RADIUS v v v v v v
MAB Authentication v v v v v v
IEEE 802.1X v v v v v v
MAC Sticky v v v v v v
Access Control List v v v v v v
DHCP Snooping v v v v v v
Dynamic ARP Inspection v v v v v v
IP Source Guard v v v v v v

Time Management

|IEEE 1588v2 PTP
(Hardware-based)

Power Over Ethernet

AN
<
AN
1
1
1

IEEE 802.3af/at v v v v v v
Force Mode v v v v v v
Total Power Budget (Max.) 720 W
Each PoE Port (Max.) 36 W

Power Parameters
Input Voltage 48 VDC
Physical Characteristics

Installation DIN-rail mounting, Wall mounting (with optional Kit), Rack mounting (with optional kit)
-10 o 60°C (14 to 140°F) - - - v v v
-40 to 75°C (-40 to 167°F) v v v v v v
EMI CISPR 32, FCC Part 15B Class A
Safety EN62365-1; IEC 623681, BN %ﬁ%ﬁ%‘_‘z'_'zfg (R0, UL G220, EN 62368-1, IEC 62368-1, UL 62368-1, IEC 60950-1
Hazardous Locations - ATEX, CID2
Railway EN 50121-4
Traffic Control NEMA TS2
Power Substation IEC 61850-3, IEEE 1613
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EN 50155 Ethernet Switches

- ' E . ofl . - ] ceees 5 0 Fere e
N SN N S HH] S S
TN-4512A TN-4516A | TN-4516A-PoE | 145 88POE" | TN.4520A-POE | TN-4524A-POE | TN-d528A-PoE | TN-45280-PoE-

Ethernet Interface

Max. Number of Ports 12 16 16 16 20 24 28 28
10/100/1000BaseT(X)

Ports (M12 X-coded - Upto4 - - - - - -
8-pin Female Connector)

10/100/1000BaseT(X)

Ports (M12 X-coded
8-pin Female Connector
With Bypass Relay)

10/100BaseT(X) Ports
(M12 D-coded 4-pin 12 Upto 16 - - - 8 8 8
Female Connector)

PoE Ports

(100/1000BaseT(X),
M12 X-coded 8-pin
Female Connector)

PoE Ports
(10/100BaseT(X),
M12 D-coded 4-pin
Female Connector)
10/100/1000BaseT(X)

Ports (Q-0DC Fiber
Connector)

- Upto4 Up to 2 - - - Upto2 -

- - Upto4 2 4 - Upto4 2

1

1

1
N

|

1

1
N

|
|
|
|
|
N

802.1Q

IGMP v1/v2/v3
Port-based VLAN
Static Multicast

S s
SR
SRR
SRR
SRR
SR
SN
Sl

DHCP Option 66/67/82 v v v v v v v v
IPv4/IPv6 v v v v v v v v
Q0S/CoS/ToS v v v v v v v v
DNS Server v v v v v v v v
MSTP v v v v v v v v
RSTP v v v v v v v v
Turbo Ring V2 v v v v v v v v
Turbo Ring With DRC v v v v v v v v
Port Trunk v v v v v v v v
| secoity |
HTTPS/SSL v v v v v v v v
TACACS+ v v v v v v v v
RADIUS v v v v v v v v
Port Lock v v v v v v v v

Time Management

NTP Server/Client v v v v v v v v
SNTP v v v v v v v v
Input Voltage 24/36/48/72/96/110 VDC, Redundant dual inputs

Power Connector M23 connector

Total PoE Power Budget - 120 W

IP Rating P42

Protection -CT models: PCB conformal coating

Operating Temperature -40 to 70°C (-40 to 158°F)

Railway EN 50121-4, EN 50155, IEC 60571

Railway Fire Protection EN 45545-2

33

Ethernet Switches

EN 50155 Ethernet Switches

Product Series TN-G4500 TN-G6500 TN-5508A TN-5508A-PoE TN-5510A TN-5510A-PoE TN-5510A-PoE-0DC

Ethernet Interface
Max. Number of Ports 16 12 8 8 10 10 10

10GBaseT(X) Ports
(M12 X-coded 8-pin
Female Connector With
Bypass Relay)

10/100/1000BaseT(X)
Ports (M12 X-coded 8-pin 4
Female Connector)

10/100/1000BaseT(X)
Ports (M12 X-coded 8-pin
Female Connector With
Bypass Relay)
10/100BaseT(X) Ports
(M12 D-coded 4-pin = = 8 = 8 = Upto8
Female Connector)

PoE Ports (10GBaseT(X),

M12 X-coded 8-pin Upto4 - - - - - -
Female Connector)
PoE Ports
(100/1000BaseT(X),
M12 X-coded 8-pin
Female Connector)

PoE Ports
(10/100BaseT(X),
M12 D-coded 4-pin
Female Connector)

10/100/1000BaseT(X)
Ports (Q-0DC Fiber
Connector)

Filter

802.1Q

IGMP v1/v2/v3
Port-based VLAN
Static Multicast

Upto2 = = = = = =

4 - - Upto2 Upto2 -

- - - - Upto2 Upto2 -

- - - 8 - 8 Upto8

SRR
SEYEY S
SRR
SRR
SRR
SREE
SRR

DHCP Option 66/67/82 v v v v v v v
IPv4/IPv6 v v v v v v v
QoS/CoS/ToS v v v v v v v
DNS Server v v = = = = -
MSTP v v v v v v v
RSTP v v v v v v v
Turbo Ring V2 v v v v v v v
Turbo Ring With DRC v v v v v v v
Port Trunk v v v v v v v
HTTPS/SSL v v v v v v v
TACACS+ v v v v v v v
RADIUS v v v v v v v
Port Lock v v v v v v v

Time Management

NTP Server/Client v v v v v v v
SNTP v v v v v v v
Input Voltage 24/36/48/72/96/110 VDC, Redundant dual inputs

Power Connector M12 K-coded male connector M23 connector

Total PoE Power Budget 120w 96 W = 120w = 120w 120w
IP Rating P40 P67 IP54

Protection -CT models: PCB conformal coating

Environmental Limits

Operating Temperature -40 to 70°C (-40 to 158°F) -40 to 75°C (-40 to 167°F)
Standards and Certifications
A EN 50121-4,
Railway EN 50155, IEC 60571 EN 50121-4, EN 50155
Railway Fire Protection EN 45545-2
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EN 50155 Ethernet Switches

Product Series TN-5516A TN-5516A-PoE TN-5518A TN-5518A-PoE

Ethernet Interface
Max. Number of Ports 16 16 18 18

10/100/1000BaseT(X)
Ports (M12 X-coded 8-pin - - Upto2 Upto2
Female Connector)

10/100/1000BaseT(X)
Ports (M12 X-coded 8-pin
Female Connector With
Bypass Relay)

10/100BaseT(X) Ports
(M12 D-coded 4-pin 16 8 16 8
Female Connector)

PoE Ports
(10/100BaseT(X),
M12 D-coded 4-pin
Female Connector)

= = Upto 2 Up to 2

10/100/1000BaseT(X)

Ports (Q-0DC Fiber - - - -
Connector)

802.1Q v v v v
IGMP v1/v2/v3 v v v v
Port-based VLAN v v v v
Static Multicast v v v v
DHCP Option 66/67/82 v v v v
IPv4/IPv6 v v v v
QoS/CoS/ToS v v v v
DNS Server v v v v
MSTP v v v v
RSTP v v v v
Turbo Ring V2 v v v v
Turbo Ring With DRC v v v v
Port Trunk v v v v
HTTPS/SSL v v v v
TACACS+ v v v v
RADIUS v v v v
Port Lock v v v v

Time Management
NTP Server/Client

<
AN
AN
AN

SNTP v v v v
Input Voltage 24/36/48/72/96/110 VDC, Redundant dual inputs

Power Connector M23 connector

Total PoE Power Budget - 120 W - 120 W
IP Rating IP54

Protection -CT models: PCB conformal coating

Environmental Limits

Operating Temperature -40 to 75°C (-40 to 167°F)
Standards and Certifications
Railway EN 50121-4, EN 50155
Railway Fire Protection EN 45545-2
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EN 50155 Ethernet Switches

Product Series TN-5305A TN-5308A TN-5308A-PoE

Ethernet Interface
Max. Number of Ports 5 8 8

10/100BaseT(X) Ports
(M12 D-coded 4-pin Female 5 8 -
Connector)

PoE Ports (10/100BaseT(X),
M12 D-coded 4-pin Female - - 8
Connector)

Power Parameters

Input Voltage 24/36/48/72/96/110 VDC, Redundant dual inputs

Power Connector M12 4-pin A-coded male connector

Total PoE Power Budget - - 50.2 W
IP Rating IP54

Protection -CT models: PCB conformal coating

Environmental Limits

Operating Temperature -40 to 70°C (-40 to 158°F)
Railway EN 50121-4, EN 50155, IEC 60571
Railway Fire Protection EN 45545-2
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Secure Routers

Moxa's EDR Series industrial secure routers protect the control networks of
critical facilities while maintaining fast data transmission. They are specifically
designed for automation networks and are integrated cybersecurity solutions
that combine an industrial firewall, VPN, router, and L2 switching functions

into a single product that protects the integrity of remote access and critical
devices.

Secure Routers

With security-hardened functions based on the IEC 62443-4-2
cybersecurity standard, our secure routers are the premier
solution in the railway and automation industries, facilitating
data connectivity and offering advanced security features, such
as an intrusion prevention system (IPS), intrusion detection
system (IDS), and deep packet inspection (DPI), to ensure the
highest level of industrial network security.

Additionally, Moxa offers IEC 61375-2-5 Ethernet routers that
can handle traffic between Ethernet Train Backbones (ETB)

and Ethernet Consist Networks (ECN). i‘:gg:]‘*c?;:;‘zfss

EN 50155 Routers

TN Series routers are designed for rolling stock backbone networks and
include high-performance M12 routers with four bypass relay backbone
ports. These routers feature firewall, ETBN, and routing functionality to
facilitate the deployment of applications across networks.
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https://www.moxa.com/en/products/industrial-network-infrastructure/secure-routers

Secure Routers
IPreIiminary

EDR-G9010 EDR-G9004 EDR-8010 EDR-810 NAT-102

Input/Output Interface

Alarm Contact Channels Resistive load: 1 A @ 24 VDC =
Digital Input Channels +13 to +30 V for state 1, -30 to +3 V for state 0, Max. input current: 8 mA -
Ethernet Interface

10/100/1000BaseT(X)
Ports (RJ45 Connector)

1000BaseSFP Slots 2 - 2 = -

Combo Ports
(10/100/1000BaseT(X) or - 2 = = -
1000BaseSFP)

10/100BaseT(X) Ports
(RJ45 Connector)

100/1000BaseSFP Slots = = - 2 -
Ethernet Software Features
Redundancy Protocols RSTP, STP, Turbo Ring v2 - RSTP, STP, Turbo Ring v2

Routing Max. 50K packets per second / ~ Max. 10K packets per second /  Max. 15K packets per second /
(Based on RFC 2544) 500 Mbps 100 Mbps 100 Mbps

Routing Redundancy VRRP -
Unicast Routing OSPF, RIPv1/v2, Static Route Static Route
DoS and DDoS Protection

8 2 (with Gen3 LAN Bypass) - = -

Max. 350K packets per second / 2 Gbps

Technolo ARP-Flood, FIN Scan, ICMP-Flood, TCP Sessions Without SYN, NMAP-ID Scan, NMAP-Xmas Scan, Null Scan, SYN/FIN Scan, _
9y SYN/RST Scan SYN-Flood, Xmas Scan

Firewall
Filter DDoS, Ethernet protocols, ICMP, IP address, MAC address, Ports IP address, MAC address

DNP3, EtherNet/IP, IEC 60870-5-104, IEC 61850 MMS, Modbus TCP, Modbus UDP, Omron FINS,

: 1
Deep Packet Inspection Siemens S7 Comm.

Modbus TCP, Modbus UDP =

Intrusion Prevention Requires an additional license -

System
Throughput Max. 50K packets per second / ~ Max. 10K packets per second /  Max. 15K packets per second /
(Based on RFC 2544) v, SR PTG (e SO 2 B 500 Mbps 100 Mbps 100 Mbps

IPsec VPN

EDR-810-VPN-2GSFP models:
Concurrent VPN Tunnels Max. 250 IPsec VPN tunnels Max. 50 IPsec VPN tunnels Max. 10 IPsec VPN tunnels =

EDR-810-VPN-2GSFP models:

Throughput Max. 17 Mbps -

Max. 300 Mbps (Conditions: AES-256, SHA-256) paaeticlihes

(Based on RFC 2544) (Conditions: AES-256, SHA-256) (Conditions: AES-256, SHA-256)
NAT
Features 1-to-1, N-to-1, NAT loopback, Port forwarding 1-t0-1, N-to-1, Port forwarding '~10-1: N-10-1, Port forwardin,

NAT loopback

Power Parameters
-LV models: 12/24/48 VDC

Input Voltage (DNV certified for 24 VDC) 12/24/48 VDC 12 to 48 VDC 12/24/48 VDC
-HV models: 120/240 VDC/VAC

Physical Characteristics

-LV models:

58 x 135 x 105 mm
(2.28 x 5.31 x 4.13 in)
-HV models:

64 x 135 x 105 mm
(2.52 x 5.31 x 4.13 in)

-LV models: 1,030 g (2.27 Ib)
-HV models: 1,150 g (2.54 Ib)

53.6 x 135 x 105 mm 20 x 90 x 73 mm

DITETEHENS (241x5.31 x4.13in) (0.79x 3.54 X 2.87 in)

45 x 135 x 105 mm (1.77 x 5.31 x 4.13 in)

Weight 750 g (1.65 Ib) 520 g (1.15 Ib) 830 g (2.10 Ib) 210 g (0.47 Ib)

DIN-rail mounting,
Installation DIN-rail mounting (DNV certified), Wall mounting (with optional kit) Wall mounting
(with optional kit)

Environmental Limits

Standard models:

-10 to 60°C (14 to 140°F) :

Wide temp. models: Standard models: -10 to 60°C (14 to 140°F) 0 f;aggfé‘: 1'14“:391'3-0 -
Operating Temperature -40 0 75°C (-40 to 167°F) Wide temp. models: -40 to 75°C (-40 to 167°F) Ao
EDR-G9010-VPN-2MGSFP(-T) All models: DNV certified for -25 to 70°C (-13 to 158°F) P d

models: DNV certified for -40 to 75°C (-40 to 167°F)

-25 t0 70°C (-13 to 158°F)

Standards and Certifications

Industrial Cybersecurity lEXe vy = IEC 61162-460 =
Railway -LV models: EN 50121-4 EN 50121-4

Traffic Control -LV models: NEMA TS2 NEMA TS2

Maritime -LV models: IEC 60945, DNV IEC 60945, DNV DNV =
Power Substation |IEEE 1613, IEC 61850-3 Edition 2.0 -

Hazardous Locations -LV models: ATEX, CID2 ATEX, CID2 ATEX, CID2, IECEX ATEX, CID2

" Additional protocols will be supported through future firmware updates.
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Secure Routers

EN 50155 Secure Routers

Ethernet Interface
Max. Number of Ports 8 8 8 8 16 16 16

10/100BaseT(X) Ports
(M12 D-coded 4-pin Upto8 4 = = 12 = =
Female Connector)

10/100BaseT(X) Ports
(M12 D-coded 4-pin
Female Connector With
Bypass Relay)

PoE Ports
(10/100BaseT(X),
M12 D-coded 4-pin
Female Connector)

PoE Ports
(100/1000BaseT(X),
M12 X-coded 8-pin
Female Connector)
10/100/1000BaseT(X)
Ports (M12 X-coded 8-pin - Upto4 Upto8 Upto4 Upto4 Upto4 Upto4
Female Connector)

10/100/1000BaseT(X)

Ports (M12 X-coded 8-pin
Female Connector With

Upto4 = = - = = =

- Upto4 Upto4 Upto4 Upto4 Upto4 Upto4

Bypass relay)
ETBN Optional
Filter IGMP v1/v2, Static Multicast, 802.1Q

Back Pressure Flow Control, SNMP Inform, LLDP, Syslog, HTTP, HTTPS, Flow control, SMTP, QoS/CoS/ToS, Port Mirror, SNMP Trap, SNMPv1/v2c/v3, IPv4, Telnet,

Management DHCP Server, SFTP, SCP, TFTP, RARP, Account Management

Redundancy Protocols RSTP, Static Port Trunk, Turbo Ring v2, STP

Routing Redundancy VRRP

Security Secure Boot, IPsec, L2TP (server), RADIUS, Trust access control

Unicast Routing RIPv1/v2, OSPF, Static Route

Deep Packet Inspection TRDP

Technology NMAP-ID Scan, ARP-Flood, SYN/FIN Scan, Null Scan, ICMP-Flood, FIN Scan, SYN-Flood, TCP Sessions Without SYN, Xmas Scan, NMAP-Xmas Scan, SYN/RST Scan
Filter ICMP, MAC address, Ethernet protocols, Ports, IP address, DDoS

g‘;;f:::" RiEsenioy Requires an additional license

Throughput Max. 350K packets per second

Authentication MD5 and SHA (SHA-256), RSA (key size: 1024-bit, 2048-bit), X.509 v3 certificate

Concurrent VPN Tunnels Max. 250 IPsec VPN tunnels

NAT

Features 1-to-1, N-to-1, Port forwarding

Console Port RS-232 (M12 B-coded 5-pin female connector)

Input Voltage 24/36/48/72/96/110 VDC, Redundant dual inputs

Power Connector M12 K-coded 5-pin male connector

Total PoE Power Budget = = = 50 W = 95 W 9% W

Physical Characteristics

Dimensions 160 x 115 x 70 mm (6.30 X 4.53 x 2.76 in) (256300")(‘: g;;g"gﬂ“’]) 206 x 115 x 100 mm (8.10 x 4.53 x 3.94 in)
IP Rating IP40

Installation Wall mounting

Protection PCB conformal coating

Environmental Limits

Operating Temperature -40 to 70°C (-40 to 158°F)

EMC EN 55032, EN 55035

EMI CISPR 32, FCC Part 15B Class A

Industrial Cybersecurity |IEC 62443-4-1, IEC 62443-4-2

Railway EN 50121-4, EN 50155, IEC 60068-2-1, IEC 60068-2-14, IEC 60068-2-2, IEC 60068-2-30, IEC 60068-2-78, IEC 60571
Railway Fire Protection EN 45545-2

Safety IEC 62368, UL 62368

40



| Wireless AP/Bridge/Client

Moxa's industrial WLAN AP/bridge/client product
portfolios are designed to overcome the challenges of

harsh industrial environments. High electromagnetic
immunity protects devices against electromagnetic
disturbances, power isolation guards them against
voltage instability, while wide temperature ranges and
shock and vibration resistance ensure reliable operation
even in difficult environments.

Wireless AP/Bridge/Client

Product Pages
WLAN AP/Bridge/Client Rail Wireless Access Controller
Moxa’s extensive collection of industrial-grade wireless 3-in-1 AP/bridge/ Zero-latency roaming allows clients to seamlessly maintain a connection
client products combine a rugged casing with high-performance Wi-Fi as they move from one access point to another. Moxa provides advanced

connectivity to deliver a secure and reliable wireless network connection wireless access controllers together with our controller-based Turbo
that will not fail, even in environments with water, dust, and vibration. Roaming technology, enabling millisecond-level roaming across different
IP subnets.

43 46

Rail Wireless LAN AP/Client

Moxa’s field-proven wireless LAN products enable operators to manage
carriage-to-carriage and train-to-ground communications with increased
efficiency, empowering you to deploy reliable train-control operations,
video surveillance, and helpful onboard multimedia services that enhance
the safety and comfort of your passengers.
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WLAN AP/Bridge/Client

o

Product Series AWK-1137C AWK-1131A AWK-3131A AWK-4131A

WLAN Interface
WLAN Standards 802.11a/b/g/n
Wireless Security WPA/WPA2

802.11b: 1 to 11 Mbps
Transmission Rate 802.11a/g: 6 to 54 Mbps
802.11n: 6.5 to 300 Mbps

WLAN Operation Mode Client, Client-router, Slave, Sniffer Access point, Client, Sniffer Access point, Client, Client-router, Master, Slave, Sniffer

Antenna External, 2/2 dBi, Omnidirectional External, 3/6 dBi, Omnidirectional
Antenna Connectors 2 x RP-SMA (female) 2 x N-type (female)
Ethernet Interface

10/100BaseT(X) Ports
(RJ45 Connector)

10/100/1000BaseT(X) Ports
(RJ45 Connector)

PoE Ports
(10/100/1000BaseT(X), = _ 1 q
RJ45 Connector)

LED Interface

PWR, FAULT, STATE, SIGNAL, WLAN, PWR1, PWR2, PoE, FAULT, STATE,

LED Indicators SYS, LAN1, LAN2, WLAN, Serial SIGNAL, WLAN, LAN

PWR, FAULT, STATE, WLAN, LAN

|
=

Input/Output Interface
Digital Inputs - - v v
Physical Characteristics

Housing Metal
IP Rating P30 P68
DInEnsions 77.1 x115.5x 26 mm 58 x 115 x 70 mm 52.7 x 135 x 105 mm 224 x 147.7 x 66.5 mm
(3.04 x 4.55 x 1.02 in) (2.29 x 4.53 x 2.76 in) (2.08 x 5.32 x 4.13 in) (8.82 x 5.82 x 2.62 in)
Weight 470 g (1.03 Ib) 307 g (0.68 Ib) 860 g (1.9 1b) 1,400 g (3.09 Ib)
Wall mounting (standard)
Installation DIN-rail ing, Wall ing (with opti kit) DIN-rail mounting (optional)

Pole mounting (optional)
Power Parameters

12 to 48 VDC
Input Voltage 9to 30 VDC 12 to 48 VDC PoE: 48 VDC
Redundant dual inputs
Power Connector 1 removable 3-contact terminal block 1 removable 4-contact terminal block 1 removable 10-contact terminal block M12 A-coded 5-pin male connector
Power Consumption 11.7 W (max.) 6.96 W (max.) 7.2 W (max.) 7.68 W (max.)

Reverse Polarity Protection Supported
Environmental Limits

Standard models:
Standard models: 0 to 60°C (32 to 140°F) -25 to 60°C (-13 to 140°F)
Wide temp. models: -40 to 75°C (-40 to 167°F) Wide temp. models:
-40 to 75°C (-40 to 167°F)

Operating Temperature -40 to 75°C (-40 to 167°F)

Storage Temperature
(Package Included)

Ambient Relative Humidity 5 to 95% (non-condensing)
Standards and Certifications

-40 to 85°C (-40 to 185°F)

EN 61000-6-2/-6-4

EMC EN 55032/24 EN 55032/24 EN 61000-6-2/-6-4
EMI CISPR 22, FCC Part 15B Class A CISPR 32, FCC Part 15B Class A

IEC 61000-4-2 ESD: Contact: 8 kV; IEC 61000-4-2 ESD: Contact: 4 kV; IEC 61000-4-2 ESD: Contact: 8 kV; IEC 61000-4-2 ESD: Contact: 8 kV;

Air: 15 kV Air: 8 kV Air: 15 kV Air: 15 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: IEC 61000-4-3 RS: 80 MHz to 1 GHz: IEC 61000-4-3 RS: 80 MHz to 1 GHz: IEC 61000-4-3 RS: 80 MHz to 1 GHz:
10 V/m 10 V/m V/m 10 V/m
EMS IEC 61000-4-4 EFT: Power: 2 kV; IEC 61000-4-4 EFT: Power: 2 kV; IEC 61000-4-4 EFT: Power: 2 kV; IEC 61000-4-4 EFT: Power: 2 kV;
Signal: 1 kV Signal: 1 kV Signal: 2 kV Signal: 1 kV
IEC 61000-4-5 Surge: Power: 2 kV; |IEC 61000-4-5 Surge: Power: 2 kV; |IEC 61000-4-5 Surge: Power: 2 kV; IEC 61000-4-5 Surge: Power: 2 KV;
Signal: 1 kV Signal: 1 kV Signal: 1 kV Signal: 2 kV
IEC 61000-4-6 CS: 10 V IEC 61000-4-6 CS: 3V IEC 61000-4-6 CS: 3V IEC 61000-4-6 CS: 10 V
|IEC 61000-4-8 PFMF |IEC 61000-4-8 PFMF |IEC 61000-4-8 PFMF |IEC 61000-4-8 PFMF
EN 300 328, EN 301 489-1/17, EN 300 328, EN 301 489-1/17, EN 300 328, EN 301 489-1/17, EN 300 328, EN 301 489-1/17,

Radio EN 301 893, FCC ID SLE-1137C, EN 301 893, FCC ID SLE-WAPN008, EN 301 893, FCC ID SLE-WAPN008, EN 301 893, FCC ID SLE-WAPN008,

ANATEL, MIC, NCC, SRRC, WPC, KC, MIC, NCC, RCM, SRRC, WPC, KC, RCM, ~ ANATEL, MIC, NCC, RCM, SRRC, WPC,  ANATEL, MIC, NCC, RCM, SRRC, WPC,

RCM ANATEL KC, RCM KC

Road Vehicles E mark E1 -
Safety EN 60950-1, UL 60950-1
Vibration IEC 60068-2-6
Hazardous Locations - ATEX, CID2, IECEx -
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Wireless AP/Bridge/Client

WLAN AP/Bridge/Client

‘ d i

Product Series AWK-1151C AWK-3252A AWK-4252A
WLAN Interface

2.4 GHz: 802.11b/g/n
5 GHz: 802.11a/n/ac Wave 2

Wireless Security WPA/WPA2/WPA3

2.4 GHz:
802.11b: 1 to 11 Mbps
802.11g: 6 to 54 Mbps

802.11n: 6.5 to 400 Mbps

5 GHz:
802.11a: 6 to 54 Mbps
802.11n: 6.5 to 300 Mbps
802.11ac: 6.5 to 867 Mbps

WLAN Standards

Transmission Rate

WLAN Operation Mode Client, Client-router, Slave, Sniffer Access point, Client, Client-router, Master, Slave, Sniffer
Antenna External, 2/2 dBi, Omnidirectional External, 3/6 dBi, Omnidirectional
Antenna Connectors 2 x RP-SMA (female) 2 x N-type (female)
10/100/1000BaseT(X) 1 1 1
Ports (RJ45 Connector)
PoE Ports
(10/100/1000BaseT(X), - 1 1
RJ45 Connector)
LED Indicators PWR, WLAN, SYSTEM, LAN PWR1, PWR2, PoE, SYS, 2.4G, 5G, LAN PWR, LAN2, LAN1, 2.4G, 5G, SYS
Housing Metal
IP Rating IP30 P68
Dimensions 100 x 130 x 22 mm (3.94 x 5.12 x 0.87 in) 45 x130 x 100 mm (1.77 x 5.12 x 3.94 in) 66.5 x 157.6 x 244 mm (2.56 x 6.20 x 9.61 in)
Weight 436 g (0.96 Ib) 700 g (1.5 1b) 2,024 g (4.7 Ib)

Wall mounting
Installation DIN-rail mounting, Wall mounting (with optional kit) DIN-rail mounting (with optional kit)

Pole mounting (with optional kit)
Power Parameters

Input Current 9to 30 VDC, 1.57 t0o 0.47 A 12t048VDC, 2.2t10 0.5 A 121048 VDC, 2.210 0.55 A
12 to 48 VDC
Input Voltage 9 to 30 VDC PoE: 48 VDC
Redundant dual inputs
Power Connector 1 removable 3-contact terminal block 1 removable 10-contact terminal block M12 A-coded 5-pin male connector
Power Consumption 14 W (max.) 28.4 W (max.)

Environmental Limits

Standard models: -25 to 60°C (-13 to 140°F)
Wide temp. models: -40 to 75°C (-40 to 167°F)

-40 to 85°C (-40 to 185°F)

Operating Temperature -40 to 75°C (-40 to 167°F)

Storage Temperature
(Package Included)

Ambient Relative 5 to 95% (non-condensing)

Humidity
EMC EN 61000-6-2/-6-4, EN 55032/35
EMI CISPR 32, FCC Part 15B Class A

|IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV  IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV  IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m  IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m  IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m
|IEC 61000-4-4 EFT: Power: 2 kV; Signal: 1 kV  IEC 61000-4-4 EFT: Power: 2 kV; Signal: 2 kV  IEC 61000-4-4 EFT: Power: 2 kV; Signal: 1 kV

EMS |IEC 61000-4-5 Surge: Power: 2 kV; IEC 61000-4-5 Surge: Power: 2 kV; |IEC 61000-4-5 Surge: Power: 2 kV;
Signal: 1 kV Signal: 1 kV Signal: 1 kV
IEC 61000-4-6 CS: 10 V/m IEC 61000-4-6 CS: 10 V/m IEC 61000-4-6 CS: 10 V/m
IEC 61000-4-8 PFMF: 30 A/m |IEC 61000-4-8 PFMF: 30 A/m IEC 61000-4-8 PFMF: 30 A/m
Road Vehicles E mark E1 -
Safety IEC 60950-1, IEC 62368-1, UL 62368-1
Vibration IEC 60068-2-6
Radio EN 300 328, EN 301 489-1/17, EN 301 893, ANATEL, FCC, MIC, NCC, RCM, SRRC, WPC, KC, NBTC, IC
Industrial Cybersecurity |IEC 62443-4-1, |IEC 62443-4-2
Hazardous Locations - ATEX, CID2, IECEx -
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WLAN AP/Bridge/Client

I Preliminary I Preliminary I Preliminary I Preliminary

Product Series AWK-1161C AWK-1165C AWK-1161A AWK-1165A

WLAN Interface

2.4 GHz: 802.11b/g/n/ac/ax
5 GHz: 802.11a/n/ac/ax

WPA/WPA2/WPA3

2.4 GHz:
802.11b: 1 to 11 Mbps
802.11g: 6 to 54 Mbps

802.11n: 6.5 to 300 Mbps
802.11ax: 6.5 to 574 Mbps

5 GHz:
802.11a: 6 to 54 Mbps
802.11n: 6.5 to 300 Mbps
802.11ac: 6.5 to 867 Mbps
802.11ax: 6.5 to 1201 Mbps

WLAN Standards

Wireless Security

Transmisson Rate

WLAN Operation Mode Client, Client-router, Slave, Sniffer
Antenna External, 2/2 dBi, Omnidirectional
2 x RP-SMA (female)

Access point, Master, Sniffer

Antenna Connectors
Ethernet Interface
10/100/1000BaseT(X) Ports

(RJ45 Connector) U 2 L 2
LED Indicators PWR, WLAN, SYSTEM, LAN
Housing Metal
IP Rating 1P30
Standard models: Standard models: Standard models: Standard models:

100 x 60 x 34.2 mm
(3.94 x 2.36 x 1.35 in)

100 x 60 x 53 mm
(3.94 x 2.36 x 2.09 in)

100 x 60 x 34.2 mm
(3.94x2.36 x 1.35 in)

100 x 60 x 53 mm
(3.94 x 2.36 x 2.09 in)

Dimensions Wide temp. models: Wide temp. models: Wide temp. models: Wide temp. models:
100 x 60 x 47.2 mm 100 x 60 x 66 mm 100 x 60 x 47.2 mm 100 x 60 x 66 mm
(3.94 x 2.36 x 1.86 in) (3.94 x 2.36 x 2.60 in) (3.94 x 2.36 x 1.86 in) (3.94 x 2.36 x 2.60 in)
Standard models: Standard models: Standard models: Standard models:
Weiaht 3309 (0.73 Ib) 428.5 g (0.94 Ib) 3309 (0.73 Ib) 428.5 g (0.94 Ib)
9 Wide temp. models: Wide temp. models: Wide temp. models: Wide temp. models:
387.5 ¢ (0.85 Ib) 516.5 g (1.14 Ib) 387.5 g (0.85 Ib) 516.5 g (1.14 Ib)
Installation DIN-rail mounting, Wall mounting (with optional kit)

Power Parameters

Input Voltage 9 to 30 VDC

Power Connector 1 removable 3-contact terminal block

Power Consumption 126 W 13.8W 126 W 13.8W
Environmental Limits

Operating Temperature Standard models: -25 to 60°C (-13 to 140°F), Wide temp. models: -40 to 75°C (-40 to 167°F)

Storage Temperature
(Package Included)

Ambient Relative Humidity
Environmental Limits

EMC EN 61000-6-2/-6-4, EN 55032/35
EMI CISPR 32, FCC Part 15B Class A

IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m
IEC 61000-4-4 EFT: Power: 2 kV; Signal: 1 kV

-40 to 85°C (-40 to 185°F)

5 to 95% (non-condensing)

v IEC 61000-4-5 Surge: Power: 2 KV; Signal: 1 kV
IEC 61000-4-6 CS: 10 V/m
IEC 61000-4-8 PFMF: 30 A/m
Road Vehicles E mark E1
Safety IEC 62368-1, UL 62368-1
Vibration IEC 60068-2-6
Radio EN 300 328, EN 301 489-1/17, EN 301 893, ANATEL, FCC, MIC, NCC, RCM, SRRC, WPC, KC, NBTC, IC

45

Railway Wireless LAN

JE iE '_.'-i

TAP-213 TAP-323 AWK-3131A-RTG AWK-3131A-RCC AWK-3251A-RCC

WLAN Interface

2.4 GHz:
802.11b/g/n with

WLAN 802.11a/b/g/n 256 QAM support

e ) 5 GHz:
Standards 802.11i Wireless Security 802.11a/n/ac
Wave 2 with 256
QAM support

Antenna < 2xN-type (female) 4 x N-type (female) 2 x QMA (female)
Ethernet Interface
Total Port
Count e g U U L
Ethernet 1x10/100/ 4x A i 1x10/100/ 1x10/100/
Ports 1000BaseT(X) 10/100BaseT(X) 1 x 10/100Bas e.T(X) 1000BaseT(X), 1000BaseT(X)

(M12 X-coded) (M12 D-coded) e (M12 A-coded) (M12 X-coded)

AWK-3131A-SSC-
" 1 x 1000BaseSFP 2 x 1000BaseSFP RTG models:
G (RS slot slots 1 x 100BaseFX - -
(SC connector)

PoE Support PD PSE RURERRTLH LT PD PD

RTG models: PD

Serial Interface

USB-M12 console (M12 B-coded 5-pin

Console Port female connector)

RS-232 (RJ45-type)

Power Parameters

AC input: AWK-3131A-M12-

1M0t0220VAC, AT modew:
50 to 60 Hz 3 g
T Gk 0.65 A @ 24 VDC, 1.1 A (max i 0.22 A @ 48VDC 0.67A@ 12 VDC, 12 to 48 VDC,
P 0.16 A@ 110 VDC DC input: AWK-3131A-SSC- 0.17 A@ 48 VDC 2.01t00.5A
TGt RTG models:
0220VDC, 4 5 a @12 VDC
1.1 A (max.) p H
0.27 A@ 48 VDC
110/220 VAC/VDC
12 to 48 VDC
24 t0 110 VDC (85 to 264 VAC, 5
It Dual inputs 88 to 300 VDC) i
Dual inputs p
Power M12 A-coded 4-pin 6-pin M23 ~ q
e gt 1 removable 10-contact terminal block
AWK-3131A-M12-
RTG models:
Power 10.5 W (max.)
Consumption 17.6 W (max.) 85 W (max.) AWK-3131A-SSC- 8.03 W (max.) 24.12 W (max.)
RTG models:
13 W (max.)
AWK-3131A-M12-
Source of DC or PoE N PoE
Input Power (IEEE 802.3at) - poé‘{@é?z‘?é’z'séan PoE (IEEE802.320)  eeE 802.3af)
Physical Characteristics
IP Rating 1P68 IP30
Wall mounting
(standard) Wall mounting
[nstallation DIN-rail mounting (standard) DIN-rail mounting
(optional) DIN-rail mounting Wall mounting (with optional kit)
Pole mounting (optional)
(optional)

Wireless AP/Bridge/Client

Rail Wireless
Access Controller

Product Series WAC-2004A

Ethernet Interface

10/100/ .
;gggs(aﬁﬁ(x) Port 1: Communications port for WAC/HA
Connector) Port 2: Reserved

Serial Interface
Console Port 1 x RS-232 (DB9 male)

Wireless Access Control

Controller

Failover Mode facigiiotbachup)

Handover

Time DD
Roaming Turbo F ing (L2/L3) with inter
Support capabilities
WLAN Layer 2 networks:
Up to 190 clients roaming between 400 APs
Products Layer 3 networks:
Supported .

Up to 100 clients roaming between 190 APs
Supported Devices

TAP Products TAP-213 Series, TAP-323 Series

AWK Products AWK-3131A-RTG Series

Power Parameters

Input Current 1.2A @ 100 VAC
Input Voltage 100 to 240 VAC
No. of Power 2

Inputs

Operating

Voltage 100 to 240 VAC

Physical Characteristics

Installation 19-inch rack mounting

Environmental Limits

Operating

Temperature 0 to 50°C (32 to 122°F)

N
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Cellular Gateways/Routers

Moxa's industrial cellular products encompass a wide range
of applications, from private 5G networks to public wireless
wide area network (WWAN) communications. The burgeoning
demand of lloT has led to a rapid expansion of public WWAN
: networks, while private 5G networks have swiftly grown and
w' are poised for a promising future. Moxa provides products

et that offer better security, enhanced stability, and a closer
alignment with customer applications to meet specific

z
2

business needs in a wide variety of scenarios.
Cellular Gateways/Routers

Product Pages

Private 5G Cellular Gateways Public LTE Cellular Gateways/Routers

Moxa LTE cellular gateways and routers help minimize potential risks
associated with public networks. Stable connectivity supported by both
wired and cellular redundancy mechanisms ensure reliable, secure, and

Moxa’s private 5G cellular gateways enable the deployment of 5G private
networks and facilitate communication with OT subsystems. These
compact and power-efficient gateways are compatible with numerous
telecom operators and network integrators, making them ideal for versatile communication for remote sites.

industrial environments.
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Private 5G Cellular Gateways
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Product Series CCG-1520-T CCG-1510-TW-T CCG-1510-US-T

Cellular Interface

Cellular Standards 5G R15 (SA) 5G R15 (SA/NSA), LTE (NSA support only) 5G R15 (SA)
Frequency Bands Supported NR: N79 LT ) s NR: N48
Media Converter Interface

Ethernet Ports 2 x Auto-sensing 10/100/1000 Mbps ports (RJ45 connector)

Serial Ports 1 x RS-232/422/485 port (5-pin terminal block)

Cellular Antenna Connectors

(With GPS) 4 x SMA 6 x SMA

SIM Format Nano

Number of SIMs 2

Ethernet Interface
10/100/1000BaseT(X) Ports

(RJ45 Connector) 2

|IEEE 802.3 for 10BaseT
Standards IEEE 802.3u for 100BaseT(X)

|IEEE 802.3ab for 1000BaseT(X)
Magnetic Isolation Protection 1.5 kV (built-in)
Console Port 1 x 4-pin header to DB9 console port
RS-232 TxD, RxD, RTS, CTS, GND
RS-422 Tx+, Tx-, R+, Rx-, GND
RS-485-4w Tx+, Tx-, R+, Rx-, GND
1 x Power
System 1 x SIM card indicator
1 x 5G / LTE indicator

Wireless Signal Strength 3 x Cellular
Input Voltage 9 to 24 VDC
Power Consumption Al\,lggak?t::fv:’l\l
Input Current 91024 VDC @ 1.33 to 0.5 A min
Power Connector Terminal block
Dimensions 100 x 125 x 35.2 mm (3.93 x 4.92 x 1.38 in)
Housing Metal, SECC
Installation DIN-rail mounting, Wall mounting (with optional kit)
IP Rating P30’
Weight 750 g (1.65 Ib)

Environmental Limits
Operating Temperature -40 to 70°C (-40 to 158°F)

Storage Temperature
(Package Included)

Ambient Relative Humidity

-20 to 70°C (-4 to 158°F)

5 to 95% (non-condensing)

MTBF
Time 1,036,724 hrs
Standards Telcordia SR332

Warranty
Warranty Period 5 years

" The rubber SIM cover and console port cover should be attached. For the CCG-1520-T model, the SMA protection cover must also be attached.
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Cellular Gateways/Routers

Public LTE Cellular Gateways/Routers

AR

Product Series OnCell 3120-LTE-1- OnCell 3120-LTE-1- OnCell 3120-LTE-1- OnCell G4302-LTE4- OnCell G4302-LTE4- OnCell G4 LTE4- OnCell G4302-LTE4-
AU EU us AU EU us JP

Cellular Interface
Cellular Standards LTE Cat. 1, HSPA, UMTS, EDGE, GPRS, GSM LTE CAT 4, HSPA, UMTS, EDGE, GPRS, GSM

LTE Band 1 (2100

LTE Band 2 (1900 LTE B2 (1900 MHz) /
"("1*:3’30’ 'h-nﬁz;‘?[.‘;g ,\';ILEZ)%“I'_‘}’EHB(ﬂg% MHz) / LTE Band 4 B4 (1700/2100 MHz
olae L (1700MHz (AWS)  LTEB1(2100MHz)/  LTEB1 (2100MHz)  (AWS))/B5(850  LTE B1 (2100 MHz)
P 500 band7(oedomHy  /LTEBand5(850 B3 (1800 MHz)/B5  /B3(1800MHz)/  MHz)/B12(700 MHz) /B3 (1800 MHz)/
Wiy TEBangS  NEbaria (605  MHz)/LTEBand 12 (850 MHz)/B7 (2600  B7(2600MHz)/BS  /B13 (700 MHz)/ BB (900 Miz)/B11
30 MHD | TE M)/ LTEBad 30 (T00MH2)/LTEBand  MHz)/B8 (900 MHz) (900 MHz)/B20 (800  B14 (700 MHz)/B66 (1500 MHz)/ B
Band Ootions Basg 18 (S0 Nt (300 MH 7 Lit sy 13700 MHZ) /LTE /B28 (700 MHz) MHz) / B28 (700 (1700 MHz) /B25 (800 MHz) / B19 (800
P PR N Band 14 (700 MHz) ~ UMTS/HSPA B1 (2100 MHz) (1900 MHz) / B26 MHz) / B21 (1500
My /LT Bt 28 UM HaPA SO0 Mz /LTEBand66.(1700  MHz)/B5 (850 Miz)  UMTS/HSPAB1 (2100 (850 MH2) / B71 (600 MHz)
DL el /B8 (900 MHz) ~ MHz) /B8 (900 MHz) MHz) UMTS/HSPA B1 (2100
o iz (600 MHz) GSM/GPRS/EDGE 900  GSM/GPRS/EDGE 900 UMTS/HSPAB2 (1900 MHz)/ B19 (800
I 0 GSM 900 1600 UMTS/HSPA 1900 MHz / 1800 MHz MHz/1800 MHz  MHz) /B4 (1700 MHz MHz)
MHz / 1700 MHz / (AWS)) / B5 (850
MHz / 850 MHz / 800 MHz 50 it e
MHz / 900 MHz
No. of SIMs 3
GNSS Interface
GPS (1575.42 MHz)
GLONASS (1597.52 MHz)

(RS ity - Galileo (1575.42 MHz)
BeiDou (1561.098 MHz)
Ethernet Interface

10/100BaseT(X) Ports
(RJ45 Connector)

10/100/1000BaseT(X)
Ports (RJ45 Connector)

USB Interface

No. of USB Ports 1
No. of Ports 1
Digital Output Channels - 1
Digital Input Channels - 1
Management GuaranLink, Power Management, Baqk_ Pressure F_Iow (_:ontrol, LLDP, GuaranLink, Power_l\_llanager_nent, Back Press_ure Flow CO!1troI, LLDP,_Systg, Wireless Search
Syslog, Wireless Search Utility, MRC Quick Link Utility, MXview One, MXconfig, MXsecurity, MRC Quick Link
Filter = 802.1Q VLAN, Port-based VLAN
Routing Redundancy - VRRP

IPsec VPN
Concurrent VPN Tunnels 5 15

Firewall

Filter ICMP, IP address, MAC address, Ports DDoS, Ethernet protocols, ICMP, IP address, MAC address, Ports
NAT
Features 1-to-1, N-to-1, NAT loopback, Port forwarding 1-to-1, N-to-1, PAT, NAT loopback, Double NAT

Security Functions

Hardware-based Security - Secure Boot

Power Parameters

Input Voltage 9to 36 VDC 12 to 48 VDC
IP Rating P30 P40
Dimensions 128.5 x 26 x 89.1 mm (5.06 x 1.02 x 3.51 in) 125 x 46.2 x 100 mm (4.92 x 1.82 x 3.94 in)

Environmental Limits

Standard models: 0 to 55°C (32 to 131°F)
Wide temp. models: -30 to 70°C (-22 to 158°F)

Standard models: -10 to 55°C (14 to 131°F)

Operating Temperature Wide temp. models: -30 to 70°C (-22 to 158°F)

Standards and Certifications

Hazardous Locations ATEX, IECEx, CID2

Railway = EN 50121-4
Traffic Control = NEMA TS2
Road Vehicles = E mark E1
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IMC-21GA

Chassis Media Converters

Our TRC Series of rackmount chassis media converters provides up to 19
slots and a wide selection of media converter modules to fulfill a variety of
media conversion requirements in high-density applications.

Ethernet Media Converters

Moxa's industrial Ethernet media converters provide
reliable and stable conversion of Ethernet data to fiber
optic signals, even in harsh industrial environments.

Ethernet Media Converters
Product Pages

Ethernet-to-fiber Media Converters

We offer a wide selection of Ethernet-to-fiber media converters, from
entry-level to industrial-grade, covering specific industries such as railway
and power applications. They provide a cost-effective solution for your
long-distance transmission requirements.
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Chassis Media Converters

Ethernet Interface

10/100BaseT(X) Ports

(RJ45 Connector) 2 B L t .
10/100/1000BaseT(X) Ports _ _ _ _ 1
(RJ45 Connector)
100BaseFX ports
Multi-mode, Single-mode, 100BaseFX ports
Optical Fiber = = WDM-A Single-mode, or Multi-mode or Single-mode SFP connector

WDM-B Single-mode SC or ST connector

SC or ST connector

Multi-mode: 4 km or 5 km,
Single-mode: 40 km
WDM-A: 20 km,
WDM-B: 20 km

Multi-mode: 1300 nm
Single-mode: 1310 nm
WDM-A: 1310 or 1340 nm
WDM-B: 1550 or 1310 nm

Multi-mode: -10 to -20 dBm
Single-mode: 0 to -5 dBm
WDM-A/WDM-B: -5 to -15 dBm

Multi-mode/MDM-A/MDM-B:
Optical Power (RX Range) - - -3t0 -32 dBm
Single-mode: -3 to -34 dBm

Multi-mode: 12 dB
Single-mode: 29 dB
WDM-A/WDM-B: 17 dB

Jumbo Frame Size - 10 KB

Multi-mode: 4 km or 5 km

Single-mode: 40 km Based on SFP module

Typical Distance - -

Multi-mode: 1300 nm

Wavelength (Typical) - - Single-mode: 1310 nm

Based on SFP module

Multi-mode: -10 to -20 dBm

Single-mode: 0 to -5 dBm Based on SFP module

Optical Power (TX Range) - -

Multi-mode: -3 to -32 dBm

Single-mode: -3 to -34 dBm Based on SFP module

Multi-mode: 12 dB

Optical Power (Link Budget) - - Single-mode: 29 dB

Based on SFP module

Power Parameters

TRC-2190-AC models: JRCRIO0AGImodelss

Input Voltage TR a0 2AO A el TRc-%%i%%%ﬁgdels: 12VDC
48VDC Redundant dual inputs
No. of Power Inputs 2 -
TRC-2190-AC models: TRC-190-AC models:
Power Consumption DA @ T i Z0UAT A RN 250D 220 mA @ 12 VDC 180 mA @ 12 VDC 185 mA @ 12 VDC

TRC-2190-DC-48V models:
3.2A@48VDC

TRC-190-DC-48 models:
3.2A@48VDC

Ethernet-to-fiber Media Converters

Product Series IMC-21 IMC-21A IMC-21GA IMC-101 IMC-101G PTC-101 IMC-P101

Ethernet Interface

10/100BaseT(X) Ports
(RJ45 Connector)

10/100/1000BaseT(X)
Ports (RJ45
Connector)

1000 Mbps Fiber
(SFP Connector)

PoE Ports
(10/100BaseT(X),
RJ45 Connector)

Optical Fiber

Typical Distance

Wavelength (Typical)

Optical Power
(TX Range)

Optical Power
(RX Range)

Optical Power
(Link Budget)

1 1
100BaseFX ports 100BaseFX ports
Multi-mode or Multi-mode or
Single-mode SC or ST  Single-mode SC or ST
connector connector

Multi-mode: 4 km or 5 km
Single-mode: 40 km

Multi-mode: 1300 nm
Single-mode: 1310 nm

Multi-mode: -10 to -20 dBm
Single-mode: 0 to -5 dBm

Multi-mode: -3 to -32 dBm
Single-mode: -3 to -34 dBm

Multi-mode: 12 dB
Single-mode: 29 dB

100/1000 BaseSX/LX

or 100/1000 BaseSFP

slot Multi-mode SC or
LC connector

1000BaseSX: 500 m
1000BaseLX: 10 km

1000BaseSX: 850 nm
1000BaseLX: 1310 nm

1000BaseSX:
-3to-10 dBm
1000BaseLX:
-3t0 -9 dBm

1000BaseSX:
-3 t0 -20 dBm
1000BaseLX:
-3to-21 dBm

1000BaseSX: 10 dBm
1000BaseLX: 12 dBm

100BaseFX ports
Multi-mode,
Single-mode (40 km),
or Single-mode
(80 km) SC or ST
connector

Multi-mode:

4 km or 5 km

Single-mode:
40 km or 80 km

Multi-mode: 1300 nm
Single-mode: 1310 or
1550 nm

Multi-mode:
-10 to -20 dBm
Single-mode:
0to -5 dBm

Multi-mode:
-3t0-32 dBm
Single-mode:
-3t0-34 dBm

Multi-mode: 12 dB
Single-mode: 29 dB

‘.-‘

Optional
1000BaseSX/LSX/LX/
LH/LHX/ZX/EZX
Multi-mode or
Single-mode LC
connector

40, 80, 110, or 120 km

Based on SFP module

Based on SFP module

Based on SFP module

Based on SFP module

100BaseT(X) ports
Multi-mode or
Single-mode SC, ST,
or LC connectors

Multi-mode:
5 km or 4 km
Single-mode: 40 km

Multi-mode: 1300 nm
Single-mode: 1310
nm

Multi-mode:
-10 to -20 dBm
Single-mode:
0to -5 dBm

Multi-mode:
-32 dBm
Single-mode:
-34 dBm

Multi-mode: 12 dBm
Single-mode: 29 dBm

Ethernet Media Converters

100BaseT(X) ports
Multi-mode or
Single-mode SC or ST
connector

Multi-mode: 5 km
Single-mode: 40 km

Multi-mode: 850 nm
Single-mode: 1310
nm

Multi-mode/
Single-mode:
0 to -8 dBm

Multi-mode/
Single-mode:
0 to -25 dBm

Multi-mode: 15 dB
Single-mode: 20 dB

Power Parameters

Input Voltage

12 to 48 VDC

12 to 45 VDC

-LV models:

20 to 72 VDC
-HV models:
100 to 240 VAC/VDC
(85 to 264 VAC,
88 to 300 VDC)

12 to 57 VDC
(HW Rev. 1.1.0 and
later)

46 to 57 VDC
(HW Rev. 1.0.1 and
prior)

Physical Characteristics

440 x 260 x 77 mm
(18.6 x 11 x 3.3 in)

440 x 260 x 88 mm
(17.32 x 10.24 x 3.46 in)

86.8 x 124.3 x 21 mm
(3.42 x 4.89 x 0.83 in)

86.8 x 124.3 x 21 mm
(3.42x 4.89 x 0.83 in)

86.8 x 124.3 x 21 mm

Dimensions (3.42 x 4.89 x 0.83 in)

Environmental Limits

Standard models: -
20 to 55°C (-4 to 131°F)
Wide temp. models:
-40 to 75°C (-40 to 167°F)

Operating Temperature -20 to 55°C (-4 to 131°F) 0 to 60°C (32 to 140°F) 0 to 55°C (32 to 131°F) 0 to 55°C (32 to 131°F)

Standards and Certifications
EMC EN 55032/35
EMI CISPR 32, FCC Part 15B Class A

IEC 61000-4-2 ESD:
Contact: 4 kV; Air: 8 kV
IEC 61000-4-3 RS:

80 MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT:
Power: 2 kV; Signal: 1 kV
IEC 61000-4-5 Surge:

IEC 61000-4-2 ESD:
Contact: 4 kV; Air: 8 kV
IEC 61000-4-3 RS:

80 MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT:
Power: 2 kV; Signal: 1 kV

IEC 61000-4-2 ESD:
Contact: 4 kV; Air: 8 kV
IEC 61000-4-3 RS:

80 MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT:
Power: 1 kV; Signal: 0.5 kV

IEC 61000-4-2 ESD:
Contact: 4 kV; Air: 8 kV
|IEC 61000-4-3 RS:

80 MHz to 1 GHz: 3 V/m
|IEC 61000-4-4 EFT:
Power: 1 kV; Signal: 0.5 kV

IEC 61000-4-2 ESD:
Contact: 4 kV; Air: 8 kV
IEC 61000-4-3 RS:

80 MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT:
Power: 1 kV; Signal: 0.5 kV

OIS MESMGITSe  row WD, O g oS a0 4 Sue
Signal: 1 kV Power: 2 kV (AC), 1 kV (DC) Signal: 1 kV JEC 61000-4.6 CS: Power: 1 KV; Signal: 1 kV

IEC 61000-4-6 CS:
150 kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF

IEC 61000-4-6 CS:
150 kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

IEC 61000-4-6 CS:
150 kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF: 30 A/m

IEC 61000-4-6 CS:
150 kHz to 80 MHz: 3 V/m;
Signal: 3V/m
IEC 61000-4-8 PFMF

150 kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

IEC 60068-2-1,
IEC 60068-2-14,
IEC 60068-2-2, IEC 60068-2-3

Safety UL 62368-1, IEC 62368-1

IEC 60068-2-1,

Edionmentaiiesing IEC 60068-2-2, IEC 60068-2-3

IEC 60068-2-1, IEC 60068-2-14, IEC 60068-2-2, I[EC 60068-2-3

IEC 62368-1, UL 62368-1 =
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Physical Characteristics

25 x 109 x 97 mm 30x 125 x 79 mm 30x 125 x 79 mm R | 144.5%122.3x 51.65

(0.98%4.29%x3.82in) (1.19x4.92x3.11in)  (1.19 x 4.92 x 3.1 in) e s 62 | onaBheman

Environmental Limits

Standard models: 0 to

Dimensions 53.6 x 135 x 105 mm (2.11 x 5.31 x 4.13 in)

Operating 10t 60°C Standard models: -10 to 60°C (14 to 140°F) Standard models: 0 to 60°C (32 to 140°F) -40 t0 85°C R mU,
Temperature (14 to 140°F) Wide temp. models: -40 to 75°C (-40 to 167°F) ~ Wide temp. models: -40 to 75°C (-40 to 167°F) (-40 to 185°F) 240 mp .75"0 .
(-40 to 167°F)

Standards and Certifications

EMC
EMI

EMS

Hazardous Locations

Maritime
Power Substation

IEC 61000-4-2 ESD: Contact: 6 kV; Air: 8 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 3 V/m
|IEC 61000-4-4 EFT: Power: 1 kV; Signal: 0.5 kV
IEC 61000-4-5 Surge: Power: 1 kV; Signal: 1 kV
IEC 61000-4-6 CS: 150 kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

EN 55032/35

CISPR 32, FCC Part 15B Class A

IEC 61000-4-2 ESD:
Contact: 6 kV;
Air: 8 kV
IEC 61000-4-3 RS: 80
MHz to 1 GHz: 10 V/m
|IEC 61000-4-4 EFT:
Power: 2 kV;
Signal: 1 kV
|IEC 61000-4-5 Surge:
Power: 2 kV;
Signal: 1 kV
|IEC 61000-4-6 CS: 150
kHz to 80 MHz: 10 V/
m; Signal: 10 V/m
IEC 61000-4-8 PFMF
|IEC 61000-4-11

IEC 61000-4-2 ESD:
Contact: 6 kV;
Air: 8 kV
IEC 61000-4-3 RS: 80

MHz to 1 GHz: 10 V/m

IEC 61000-4-4 EFT:
Power: 2 kV;
Signal: 1 kV

|IEC 61000-4-5 Surge:
Power: 2 kV;
Signal: 1 kV

IEC 61000-4-6 CS: 150
kHz to 80 MHz: 3 V/m;

Signal: 3 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

IEC 61000-4-2 ESD:
Contact: 6 kV;
Air: 8 kV
IEC 61000-4-3 RS: 80
MHz to 1 GHz: 10 V/m
|IEC 61000-4-4 EFT:
Power: 2 kV;
Signal: 1 kV
|IEC 61000-4-5 Surge:
Power: 2 kV;
Signal: 1 kV
|IEC 61000-4-6 CS: 150
kHz to 80 MHz: 10 V/
m; Signal: 10 V/m
IEC 61000-4-8 PFMF
|IEC 61000-4-11

Standard models: CID2
-IEX models: CID2, ATEX Zone 2, IECEx

DNV

IEC 61000-4-2 ESD:
Contact: 8 kV;
Air: 15 kV
IEC 61000-4-3 RS: 80
MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT:
Power: 4 kV;
Signal: 4 kV
IEC 61000-4-5 Surge:
Power: 4 kV;
Signal: 4 kV
|IEC 61000-4-6 CS: 150
kHz to 80 MHz: 10 V/
m; Signal: 10 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

IEC 61850-3

IEC 61000-4-2 ESD:
Contact: 8 kV;
Air: 15 kV
|IEC 61000-4-3 RS: 80
MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT:
Power: 4 kV;
Signal: 4 kV
IEC 61000-4-5 Surge:
Power: 2 kV;
Signal: 2 kV
|IEC 61000-4-6 CS:
150 KHz to 80 MHz:
3to1V
IEC 61000-4-8 PFMF
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MXview One Central Manager

Centralized Platform for Managing and Monitoring Remote MXview One Sites

MXview One Central Manager offers administrators a centralized platform that automatically consolidates the status and events
from all of their remote MXview One sites, providing comprehensive visibility.

¢ Intuitive dashboard to easily monitor site status
e Remotely view and access MXview One sites

¢ Real-time events and notifications

e Scheduled custom report generation

¢ Flexible license allocation and management

P Moo ONE €D = 4 [Feceowe== _____ ®= i

Dashboard and Map View Reports

MXview One
Next-generation Scalable Industrial Network Management Platform

MXview One provides an integrated management platform that can discover
networking devices and SNMP/IP devices installed across subnets. With
comprehensive, real-time visibility of wired, wireless, and IEC 61850 substation
networks, MXview One helps OT engineers simplify management of converged IT/OT
networks and optimizes operations and availability throughout all stages of network
deployment, management, and maintenance.

Automatic topology visualization
Security View for checking the security level of network devices single-pane monitoring with other IT/OT applications

e Easy integration through RESTful API, web widget, and syslog for

e User-defined third-party SNMP device plug-in to define OIDs
monitored in MXview One
¢ Firmware Management for firmware visibility and multi-mode upgrades

Dashboard with a complete network summary
SFP Fiber List for fiber link status and warnings
Run Scripts for mass configuration on devices

MXview Wireless
Add-on Tailored for Wireless Networks

e Dynamic topology view for Wi-Fi networks
e Client roaming playback for troubleshooting
e Device dashboards and performance charts for wireless devices

MXview Power

Add-on Tailored for Power Networks

e Visibility of PRP/HSR dual LAN topologies
e Instant visibility of GOOSE messages for troubleshooting
e Automatic scanning and detection of unauthorized IEDs
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Network Management Software

Moxa’s industrial network management software enables visibility for
operational technology (OT), allowing network operators to make more
informed decisions throughout network deployment, maintenance,
and diagnostics. Visualization tools empower administrators and
operators to quickly assess network status through event notifications,
minimizing downtime. The featured modules and functions streamline Network Management
management and enhance overall network efficiency. Software Product Pages

MXconfig Industrial Network Configuration Tool

Mass Configuration to Effectively Reduce Setup and Maintenance Costs

Moxa’s MXconfig is a comprehensive Windows-based utility that is used to install, T
configure, and maintain multiple Moxa devices on industrial networks. MXconfig o DEE B Anar 080l
gives device installers and control engineers a powerful and easy way to mass

configure devices while effectively reducing setup and maintenance costs.

uuuuu

e Set the IP addresses of multiple devices with one click
e Configure redundant protocols and VLAN settings
e Modify the network configurations of multiple Moxa devices

265.255.265.0
" 15

e Upload firmware to multiple devices
e Set up security-related parameters with the Security Wizard in just a few clicks

ot Court 15

MXsecurity Industrial Network Security Management Software
Mass Deployment of Policy Rules, IPS Patterns, and Cyberthreat Monitoring

MXsecurity is cybersecurity management software tailored for Moxa Router/Firewall users, saving substantial time for

Operational Technology (OT) users deploying firewall rules and reducing the risk of misconfiguration. Furthermore, MXsecurity
features an easy-to-understand dashboard that visually represents cyberthreats
within the network, thereby decreasing the cost required for clients to analyze logs. =

e At-a-glance dashboard of cyberthreat events

e Centralized deployment of secure router firewall policies, firmware, configurations, and IPS I. ll l I
signatures . i l ‘N l
: 4 : [ ]

 Automatic IPS pattern upgrades from the Moxa firmware server' MR NN .| ARTEN
¢ Real-time alerts with email notifications
e Map View for real-time location monitoring MXsacu rlty
e Scheduled batch deployment and reports

= MXsacurity Event Log
- =% Policy Profiles
= Bl caitolicy profie
X = TR
= 005 °
] o

L Layer3-7 »

R B session control >
Signal Level | M Good M Fair M Poor B No Signal 9 068>
Map View Policy Management and Event Logs
' Available in Q2, 2024.
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Moxa Remote Connect Suite

Effortless Access to Your Remote Equipment

Moxa Remote Connect (MRC) is a convenient, secure, and versatile networking solution designed to seamlessly
bridge field devices and engineers together over the Internet for industrial applications. Moxa Remote Connect
Suite consists of three primary components:

1. MRC Quick Link: A secure cloud-based remote access platform. This centralized connection management
platform handles security levels, user privileges, and configuration of the MRC Gateway and MRC Client.

2. MRC Gateway: A Moxa device that supports MRC functionality, allowing secure remote access to local devices
via the MRC Client.

3. MRC Client: Windows software enabling engineers to connect to remote devices from their laptops.

Highlights
¢ Friendly user experience that doesn't require specialized IT knowledge.

¢ Provides scalable solutions for distributed applications, capable of supporting expansion to thousands of
devices.

¢ Integrates easily with existing security policies to minimize configuration workload.
e Simultaneous connections to multiple field machines through a virtual IP mapping scheme.

e Secure on-demand access control, managed centrally or by remote site operators, with configurable connection
times.

e Supports international applications by choosing the most efficient connection pathways and point-to-point
connections.

User’s Software Tools
(Device Management) O Connection Management Equipment ey

. @ U

MRC Client Software Tool Encrypted Encrypted MRC Gateway to

) Remote
Centralllzed Remote , Ethernet -El

. Tunnel Tunnel -

(Establish VPN Tunnel) @ MRC Quick Link’™ ey~ Establish VPN Tunne
== el

— e & o e

= :

= b3

; l:u;ﬂﬂ
o R o s == |

Secure Remote Access

Moxa Remote Connect gives you a secure, easy-to-deploy, flexible,
and scalable remote access solution that enables you to remotely
configure, maintain, and troubleshoot your devices. It empowers
machine builders by creating new business models for them to
expand their services and keep their customers satisfied.

User Scenarios

Secure Remote Access
Product Pages

The MRC Suite supports multiple connection types and provides numerous benefits. Below are three examples where the
Moxa Remote Connect Suite can benefit engineers and businesses.

4 On-demand Remote Maintenance, Diagnosis, and Troubleshooting
To minimize security issues and reduce costs, Moxa Remote Connect allows engineers to

establish remote connections only when necessary.

4 Remote Monitoring Minimizes On-site Maintenance
Moxa Remote Connect helps engineers monitor the status of equipment operating at remote sites. Continuous monitoring

of equipment status allows engineers to make adjustments to settings remotely,

reducing the need for site visits to troubleshoot and fix on-site issues.

# LAN-like Site-to-site Secure Network Infrastructure
Moxa Remote Connect enables communication between different machines even if equipment is not in the same location. With
Moxa Remote Connect, equipment can communicate as though it were communicating over a local area network (LAN).

Product Portfolio

MRC Client Software

Software to connect engineers to
the MRC Server, enabling them to
perform remote troubleshooting and
maintenance tasks.

|
|
|
|

o= |
96000000 [

¢ Windows-based connectivity and
control software

e Supports Microsoft Windows 7/10
(32/64-bit)

* Download for free from Moxa’s
website

MRC Quick Link

Cloud-based connection management
platform that provides a centralized
management portal for users.

'w"'. MRC Quick Link =

e Supports device and permission
grouping for multi-client device
management

e Includes a 5-year free basic
connection service

e Supports connection service add-on
for service expansion

-

Bf-C-efiy
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MRC Gateway

A Moxa device that supports MRC
functionality, allowing local devices at
remote sites to be accessed securely
by a MRC Client.

* Remote connection control managed
by inserting a USB or digital input
signal

* Configurable remote access
permissions based on client and
application

¢ Capable of remotely accessing up to
25 local devices
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OT-IT Integrated Security

Protect OT Assets From Cyberthreats and Mitigate Cyber Risks

Introducing a new class of product—the Network Security Appliance—that protects industrial networks from
intruders and unwanted traffic. Network Security Appliances are specifically designed to secure industrial networks
from both an Operational Technology (OT) and Information Technology (IT) perspective to better address the
surging market demand for comprehensive cybersecurity solutions for industrial networks. Moxa’s solution includes
critical IT cybersecurity technologies such as an Intrusion Prevention System (IPS), a key component for defense-
in-depth strategies, specifically tailored to protect OT networks from cyberthreats without disrupting industrial
operations.

e EDR-G9010/8010: Secure router combo switch and firewall, provides routing between different networks and
VPN for secure remote access.

e EDF-G1002-BP: Industrial next-generation LAN firewall, protects critical assets against horizontal cyberthreats
inside the LAN network.

e MXsecurity: Network security management software, provides central management of the EDF-G1002-BP
Series and EDR-G9010/8010 Series with visibility of critical assets, network analysis, and pattern updates.

Defend Industrial Networks at All Levels

IT/Enterprise Network & : Firewall
| 1 11 1
Network Security

Application Server Network Management Software Management Software

EDR-G9010 Series

Network Security Appliance

Moxa’s Network Security Appliances are designed to protect your
critical industrial assets from industrial cybersecurity threats with
OT-IT integrated cybersecurity technologies such as OT-centric
Deep Packet Inspection (DPI) and Intrusion Prevention System (IPS).

Network Security Appliance
Product Pages

EDF-G1002-BP Industrial Next-generation LAN Firewall |Preliminary

Highlights

e Qut-of-band management port minimize installation impact

e Software-configurable Gen3 LAN Bypass prevents single point of failure

e Industrial-grade Intrusion Prevention/Detection System (IPS/IDS)

e Examine industrial protocol data with Deep Packet Inspection (DPI) technology
e Stateful firewall protects critical assets

e Supports secure boot for checking system integrity

e Check firewall settings with the intelligent Security Check feature

e -40 to 75°C operating temperature range (-T model)

e Supports conformal coating (-CT model)

Introduction

The EDF-G1002-BP Series is an industrial-grade LAN firewall with IPS and DPI functions to protect mission-critical assets and
zones, specifically for the intra-LAN east-west communication. These industrial firewalls provide software-configurable Gen3
LAN bypass functions to achieve bump-in-the-wire installation and minimize the installation impact for industrial applications
such as ITS, pump-and-treat systems in water stations, distributed control systems in oil and gas, and PLC/SCADA systems in
factory automation.

Industrial Network

SCADA Server

EDS Series
Ethernet Switches

Industrial Secure
Router

Maintenance Server

x -
al— >
g 4 « T T =
) 48 :
= 7 é EDR-G9010 Series
5 Industrial Secure
5 Router
Industrial Network
= EDF-G1002-BP Series = =i EDF-G1002-BP Series [ = EDF-G1002-BP Series [
’ Industrial ‘ ! Industrial ! Industrial !
Next-generation LAN Next-generation LAN Next-generation LAN
Firewall Firewall Firewall
- - NPort Series - -
gg?vt\:g:k Bl Industrial Ellllll PLC E | e = o [ Secure HIES| Industrial
== MEIM === <3, fll Terminal PC

Server

[ [111]
E\Ill\l\ﬂ e

H 1
Remote
: * -|I-‘1 @ty Engineers
Traffic Light Solar Panel Switchgear Pump Conveyor Robotic Arms Moxa Remote Connect

Secure Remote Access

Intrusion Prevention System (IPS)

The EDF-G1002-BP features IPS functions allowing you to apply
virtual patches for vulnerabilities in legacy devices and protecting
against abnormal web threats.

1\ y!
I
Field Site
EDF-G1002-BP Series
Industrial Next-generation LAN Firewall

Deep Packet Inspection (DPI)

The EDF-G1002-BP extends DPI to the following OT protocols to
filter content and help mission-critical infrastructure fend off malicious
traffic:

* Modbus TCP o Melsec
* DNP3 e Siemens S7

* |IEC 60870-5-104 Comm Plus

¢ [EC 61850 MMS R
* Siemens S7 Comm %

e Omron FINS

o EtherNet/IP Filtering

e OPC UA
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Secure Terminal
Servers

Moxa's terminal servers have
specialized functions for

serial communication and
cybersecurity features, which
enable the establishment of
secure and reliable terminal
connections to networks. The
terminal servers can connect

a variety of devices, including
terminals, modems, data
switches, mainframe computers,
and POS devices, making them
accessible to network hosts and
processes.

| 61

Combo Switch /
Serial Device Servers

Moxa’s NPort S8000 Series
combines a serial device server
and a full-function managed
Ethernet switch, allowing

you to save space in your
cabinet, reduce overall power
consumption, and lower costs by
eliminating the need to purchase
and deploy separate devices.

Substation-level
Device Servers

The NPort S9000 Series device
servers come with a built-in
full-function managed Ethernet
switch, and they are specifically
designed for the harsh
environmental conditions found
in electrical substations.

Railway Device
Servers

The NPort 5000AI-M12 complies
with EN 50121-4 and all
mandatory sections of EN 50155,
covering operating temperature,
power input voltage, surge, ESD,
and vibration, making it suitable
for rolling stock and wayside
applications.

Serial Device Servers

With a portfolio of over 500 serial connectivity products,

Moxa has been committed to providing reliable industrial

solutions for device connectivity since 1987.

As a worldwide industry leader, our portfolio includes
products with industry-specific certifications for harsh
environments, rail applications, intelligent transportation

systems, and power automation.

Serial Device Servers
Product Pages

71
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General-purpose
Device Servers

Our NPort device servers make
your serial devices network-
ready in an instant. This series
offers from 1- to 16-port options,
making the device servers ideal
for connecting devices such

as power meters and serial
instruments to an IP-based
Ethernet LAN, from lightweight
remote site applications to high-
density cabinet/rack systems.

Industrial-grade
Device Servers

These industrial device servers
offer enhanced surge protection
and reliable serial-to-Ethernet
connectivity when operating in
harsh environments, such as oil
and gas, power automation, and
marine.

Wireless Device
Servers

Our wireless device servers are
the ideal choice for connecting
your serial or Ethernet devices—
such as PLCs, meters, and
sensors—to a wireless network,
avoiding the hassle of running a
network cable to each device.

Embedded Device
Servers

Moxa’s embedded serial-to-
Ethernet device server modules

are compact, power-efficient,
and easy to integrate.
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Secure Terminal Servers

Ethernet Interface

10/100BaseT(X) Ports
(RJ45 Connector)
100BaseFX Ports
(Multi-mode SC - - 1 - - _ _
Connector)

100BaseFX Ports

(Single-mode SC - - = 1 —_ _ _
Connector)

Compatible Modules - — _ _ NM expansion modules for optional extension of RJ45 and

fiber Ethernet ports
Ethernet Software Features
Configuration Options Web Console (HTTP/HTTPS), Windows Utility, Device Search Utility (DSU), MCC Tool, Serial Console, Telnet/SSH Console
Management ARP, BOOTP, DHCP Client, DNS, HTTP, ICMP, IPv4/IPv6, LLDP, PPPoE, SMTP, SNMPv1/v2c/v3, SNTP, TCP/IP, Telnet, UDP
Windows Real COM Windows 11/10/8.1/8/7/Vista/XP/ME/98/95, Windows Server 2022/2019/2016/2012 R2/2012/2008 R2/2008/2003/2000/NT, Windows Embedded CE 5.0/6.0,
Drivers Windows XP Embedded
Linux Real TTY Drivers Kernel versions: 6.x, 5.x, 4.x, 3.x, 2.6.x, 2.4.x

macO0S Intel 64: 14, 13, 12, 11, 10.1x

ERedIIes SCO UNIX, SCO OpenServer, UnixWare 7, QNX 4.25, QNX 6.x, Solaris 10, FreeBSD, AIX 5.x, HP-UX 11i, Mac 0S X

EnEghascoiat Windows 11, Linux kernel 6.x, 5.x 4.x, mac0S 14, 13, 12, 11

Support
Virtual Machine VMWare ESXi (Windows 11, 10), VMware Fusion and Parallels Desktop (Windows on macOS 14, 13, 12, 11, 10.1x)
Android API Android 3.1.x and later
Unicast Routing RIPV1/V2, Static Route
Security Functions
Authentication Local database, RADIUS, TACACS+
Encryption HTTPS, AES-128, AES-256, HMAC, RSA-1024, SHA-1, SHA-256, SHA-384
Security Protocols HTTPS (TLS 1.2), SNMPv3, SSHv2
Serial Interface
Connector DB9 male 8-pin RJ45
No. of Ports 1 2 4 8 16
Serial Standards RS-232, RS-422, RS-485 RS-232
ﬁl%‘alg: Upetation Reverse SSH, Secure Pair Connection, Secure Real COM, Secure TCP Client, Secure TCP Server, SSH
sltggg:rd Operation Di Ethernet Pair C ion, PPP, Printer, Real COM, Reverse Telnet, RFC2217, TCP Client, TCP Server, Terminal, UDP
Baudrate 50 bps to 921.6 kbps (supports non-: db )
Flow Control RTS/CTS, DTR/DSR, XON/XOFF
_ Serial port 1: RS-232 RS-232 (TxD, RxD, GND),
Console Port (19200, n, 8, 1) 8-pin RJ45 (19200, n, 8, 1)

Power Parameters

Input Current 285 M a2t 430 mA @ 12 to 48 VDC 730mA@12VDC  140mA@100VAC 192 mA@ 100 VAC

Input Voltage 12 to 48 VDC 100 to 240 VAC, 47 to 63 Hz
Physical Characteristics

Dimensions 67 x 100.4 x 29 mm P 158 x 103 x 35 mm A
(Without Ears) (2.64x3.95 x 1.1 in) 77 x 111 x 29 mm (3.30 x 4.37 x 1.1 in) (6.22 x 4.06 x 1.38 in) 440 x 195 x 44 mm (17.32 x 7.68 x 1.73 in)
Installation Desktop, DIN-rail ing (with op kit), Wall "] Rack mounting
Environmental Limits

Operating Q o

Temperature 0 to 55°C (32 to 131°F)

Storage Temperature

(Package Included) -40 to 75°C (-40 to 167°F)

Standards and Certifications
EMC EN 55032/35
EMI CISPR 32, FCC Part 15B Class A

IEC 61000-4-2 ESD: Contact: 4 kV; Air: 8 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT: Power: 1 kV; Signal: 0.5 kV
|IEC 61000-4-5 Surge: Power: 2 kV
IEC 61000-4-6 CS: 150 kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

IEC 61000-4-2 ESD: Contact: 4 kV; Air: 8 kV,
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 3 V/m,
|IEC 61000-4-4 EFT: Power: 1 kV; Signal: 0.5 kV,
EMS IEC 61000-4-5 Surge: Power: 1 kV,
IEC 61000-4-6 CS: 150 kHz to 80 MHz: 3 V/m; Signal: 3 V/m,
IEC 61000-4-8 PFMF,
IEC 61000-4-11

Safety UL 60950-1, UL 62368-1 UL 60950-1
Time 1,934,102 hrs 1,606,182 hrs 1,526,091 hrs 850,905 hrs 135,891 hrs 102,373 hrs
Standards Telcordia (Bellcore) Standard TR/SR Telcordia (Bellcore) Standard
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Serial Device Servers

Secure Terminal Servers

Bt 0 = = =
NPort 6610-32 NPort 6650-8 NPort 6650-16 NPort 6650-32 NPort 6610-8-48V NPort 6650-8-48V NPort 6650-8-HV-T

Input/Output Interface

Alarm Contact Channels Resistive load: 1 A @ 24 VDC
Ethernet Interface
10/100BaseT(X) Ports 1
(RJ45 Connector) (Auto MDI/MDI-X connection)
Compatible Modules NM Series ion modules for optional extension of RJ45 and fiber Ethernet ports
Ethernet Software Features
Configuration Options Web Console (HTTP/HTTPS), Windows Utility, Device Search Utility (DSU), MCC Tool, Serial Console, Telnet/SSH Console
Management ARP, BOOTP, DHCP Client, DNS, HTTP, ICMP, IPv4/IPv6, LLDP, PPPoE, SMTP, SNMPv1/v2c/v3, SNTP, TCP/IP, Telnet, UDP
Windows 11/10/8.1/8/7/Vista/XP/ME/98/95
Windows Real COM Drivers Windows Server 2022/2019/2016/2012 R2/2012/2008 R2/2008/2003
Windows Embedded CE 6.0/5.0, Windows XP Embedded
Linux Real TTY Drivers Kernel versions: 6.x, 5.x, 4.x, 3.x, 2.6.x, 2.4.x

macO0S Intel 64: 14, 13, 12, 11, 10.1x

EbediyDnvers SCO UNIX, SCO OpenServer, UnixWare 7, QNX 4.25, QNX 6.x, Solaris 10, FreeBSD, AIX 5.x, HP-UX 11i, Mac 0S X

A CghascdlBlationy Windows 11, Linux kernel 6.x, 5.x, 4.x, mac0$ 14, 13, 12, 11

Support

Virtual Machine VMWare ESXi (Windows 11, 10), VMware Fusion and Parallels Desktop (Windows on macO0S 14, 13, 12, 11, 10.1x)

Android API Android 3.1.x and later

Unicast Routing RIPV1/V2, Static Route

Authentication Local database, RADIUS, TACACS+

Encryption HTTPS, AES-128, AES-256, HMAC, RSA-1024, SHA-1, SHA-256, SHA-384

Security Protocols HTTPS (TLS 1.2), SNMPv3, SSHv2

Connector 8-pin RJ45

No. of Ports 32 8 16 32 8

Serial Standards RS-232 RS-232, RS-422, RS-485 RS-232 RS-232, RS-422, RS-485
Secure Operation Modes Reverse SSH, Secure Pair Connection, Secure Real COM, Secure TCP Client, Secure TCP Server, SSH

Standard Operation Modes Disabled, Ethernet Modem, Pair Connection, PPP, Printer, Real COM, Reverse Telnet, RFC2217, TCP Client, TCP Server, Terminal, UDP

Baudrate 50 bps to 921.6 kbps (supports non-standard baudrates)

Console Port RS-232 (TxD, RxD, GND), 8-pin RJ45 (19200, n, 8, 1)

Flow Control RTS/CTS, DTR/DSR, XON/XOFF

Input Current 285 MA@ 100 VAC 140mA@100VAC 192mA @ 100 VAC 285 mA @ 100 VAC 293 mA @ 48 VDC 200 mA @ 88 VDC
Input Voltage 100 to 240 VAC, 47 to 63 Hz +48 VDC, 20 to 72 VDC, -20 to -72 VDC
Installation Rack mounting

Dimensions (With Ears) 480 x 195 x 44 mm (18.9 x 7.68 x 1.73 in)

Dimensions (Without Ears) 440 x 195 x 44 mm (17.32 x 7.68 x 1.73 in)

Operating Temperature 0 to 55°C (32 to 131°F) (.-:(;) t:)o18855°&)
Storage Temperature -40 to 85°C

(Package Included) -40 to 75°C (-40 to 167°F)

Standards and Certifications
EMC EN 55032/35
EMI CISPR 32, FCC Part 15B Class A

(-40 to 185°F)

IEC 61000-4-2 ESD:
Contact: 4 kV; Air: 8 kV
IEC 61000-4-2 ESD: Contact: 4 kV; Air: 8 kV IEC 61000-4-3 RS: 80

D G222 (40 (Urifz &) LOp (s LAY IEC 61000-4-3 RS: 80 MHz to 1 GHz: 3V/m  MHzto 1 GHz: 3 V/m

IEC 61000-4-3 RS: 80 MHz to 1 GHz: 3 V/m

IEC 61000-4-4 EFT: Power: 1 KV; Signal: 0.5 KV IEC 61000-4-4 EFT: Power: 1 KV; IEC 61000-4-4 EFT:
EMS IEC 61000-4-5 S ’ . Signal: 0.5 kV Power: 4 kV; Signal: 2 kV
-4-5 Surge: Power: 2 kV . . .
IEC 61000-4-6 CS: 150 kHz to 80 MHz: 3 V/m; Signal: 3 V/m PG FEETes s il (3 IZBEI-ED Sy
e o d IEC 61000-4-6 CS: 150 KHz to 80 MHz: Power: 2 kV
AR 3 V/m; Signal: 3 V/m IEC 61000-4-6 CS: 150
IEC 61000-4-8 PFMF kHz to 80 MHz: 3 V/m;
Signal: 3 V/m
IEC 61000-4-8 PFMF
Safety UL 60950-1
MTBF
Time 68,707 hrs 636,600 hrs 430,673 hrs 310,078 hrs 135,891 hrs 636,600 hrs 501,171 hrs
Standards Telcordia (Bellcore) Standard
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Secure Terminal Servers

Product Series CN2610-8-2AC CN2610-16-2AC CN2650-8 CN2650-16 CN2650-8-2AC CN2650-16-2AC

Ethernet Interface
10/100BaseT(X) Ports

(RJ45 Connector) 2

Configuration Options Serial Console, Telnet Console, Windows Utility, Device Search Utility (DSU), Web Console (HTTP/HTTPS)
Management ARP, BOOTP, DDNS, DHCP Client, DNS, HTTP, IPv4, SMTP, SNMPv1/v2c/v3, TCP/IP, Telnet, UDP, ICMP, SLIP
MIB MIB-II

Security HTTPS/SSL, RADIUS, SSH, PAP, CHAP

Unicast Routing RIPV1/V2, Static Route

Windows Real COM _ Windows 11/10/8.1/8/7/Vista/XP/ME/98/95
TS Windows Server 2022/2019/2016/2012 R2/2012/2008 R2/2008/2003/2000/NT
Windows Embedded CE 5.0/6.0, Windows XP Embedded

Linux Real TTY Drivers Kernel versions: 6.x, 5.x, 4.X, 3.X, 2.6.X, 2.4.x
macOS Intel 64: 14, 13, 12, 11, 10.1x

FECEI T D SCO UNIX, SCO OpenServer, UnixWare 7, QNX 4.25, QNX 6, Solaris 10, FreeBSD, AIX 5.x, HP-UX 11i, Mac 0S X

Virtual Machine VMWare ESXi (Windows 11, 10), VMware Fusion and Parallels Desktop (Windows on macOS 14, 13, 12, 11, 10.1x)

‘S‘L';‘g;,‘(’ased Platform Windows 11, Linux kernel 6.x, 5.x, 4.x, mac0S 14, 13, 12, 11

Android API Android 3.1.x and later

Authentication Local database (password only), RADIUS

Encryption HTTPS, AES-128, AES-256, HMAC, RSA-1024, SHA-1

Security Protocols SNMPv3, SSHv2

Connector 8-pin RJ45

No. of Ports 8 16 8 16 8 16

Serial Standards RS-232 RS-232, RS-422, RS-485

Operation Modes Real COM mode, TCP Server mode, TCP Client mode, UDP mode, RFC2217 mode, '_I'erminal mode, Reverse Telnet mode, PPP mode, DRDAS
mode, Redundant COM mode, Disabled

Baudrate 50 bps to 921.6 kbps

Flow Control None, RTS/CTS, DTR/DSR, XON/XOFF

Isolation -

Console Port RS-232 (TxD, RxD, GND), 8-pin RJ45 (19200, n, 8, 1)

No. of Power Inputs 2 1 2

Input Current 130 mA @ 110 VAC

Input Voltage 100 to 240 VAC (50/60 Hz)

Dimensions (With Ears) 480 x 198 x 45.5 mm (18.9 x 7.80 x 1.77 in)

(%'i‘;ﬁgﬁ'fé‘:rs) 440 x 198 x 45.5 mm (17.32 x 7.80 x 1.77 in)

Operating Temperature 0 to 55°C (32 to 131°F)

ﬁ}ggﬁg‘; y fr:‘;f:(;:(‘j‘)"e 0 to 55°C (32 to 131°F)

EMC EN 55032/24

EMI CISPR 32, FCC Part 15B Class A

|IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m
IEC 61000-4-4 EFT: Power: 4 kV; Signal: 2 kV
EMS |IEC 61000-4-5 Surge: Power: 2.5 kV; Signal: 1 kV
IEC 61000-4-6 CS: 150 kHz to 80 MHz: 3 V/m; Signal: 3 V/m
IEC 61000-4-8 PFMF
IEC 61000-4-11

Safety UL 60950-1 IEC 60950-1 UL 60950-1
Time 773,268 hrs 604,346 hrs 657,123 hrs 457,175 hrs 773,268 hrs 442,699 hrs
Standards Telcordia (Bellcore) Standard TR/SR
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Serial Device Servers

Secure Terminal Servers

CN26501-8 CN26501-16 CN26501-8-2AC CN26501-16-2AC CN26501-8-HV-T CN26501-16-HV-T

Ethernet Interface

10/100BaseT(X) Ports 2
(RJ45 Connector)
Ethernet Software Features
Configuration Options Serial Console, Telnet Console, Windows Utility, Device Search Utility (DSU), Web Console (HTTP/HTTPS)
Management ARP, BOOTP, DDNS, DHCP Client, DNS, HTTP, IPv4, SMTP, SNMPv1/v2c/v3, TCP/IP, Telnet, UDP, ICMP, SLIP
MIB MIB-II
Security HTTPS/SSL, RADIUS, SSH, PAP, CHAP
Unicast Routing RIPV1/V2, Static Route
Windows 11/10/8.1/8/7/Nista/XP/ME/98/95

Windows Real COM Drivers Windows Server 2022/2019/2016/2012 R2/2012/2008 R2/2008/2003/2000/NT

Windows Embedded CE 5.0/6.0, Windows XP Embedded
Linux Real TTY Drivers Kernel versions: 6.x, 5.x, 4.x, 3.x, 2.6.x, 2.4.x
AT T SCO UNIX, SCO OpenServer, UnixWa::%c,ogNl)r(“:.IZ?'(;l:)'( :;ss:,fa:,; H:)?gr);easn, AIX 5.x, HP-UX 11i, Mac 0S X
Virtual Machine VMWare ESXi (Windows 11, 10), VMware Fusion and Parallels Desktop (Windows on mac0S 14, 13, 12, 11, 10.1x)
g[::ﬁ;?ased Rlatny Windows 11, Linux Kernel 6.x, 5.x, 4.x, mac0S 14, 13, 12, 11
Android API Android 3.1.x and later
Authentication Local database (password only), RADIUS
Encryption HTTPS, AES-128, AES-256, HMAC, RSA-1024, SHA-1
Security Protocols SNMPv3, SSHv2
Connector DB9 male
No. of Ports 8 16 8 16 8 16
Serial Standards RS-232, RS-422, RS-485

Real COM mode, TCP Server mode, TCP Client mode, UDP mode, RFC2217 mode, Terminal mode, Reverse Telnet mode, PPP mode, DRDAS mode, Redundant COM

Operation Modes mode, Disabled

Baudrate 50 bps to 921.6 kbps

Flow Control None, RTS/CTS, DTR/DSR, XON/XOFF

Isolation 2kv

Console Port RS-232 (TxD, RxD, GND), 8-pin RJ45 (19200, n, 8, 1)

No. of Power Inputs 1 2 1

Input Current 130 mA @ 110 VAC 200 mA @ 88 VDC
Input Voltage 100 to 240 VAC (50/60 Hz) 110 VDC (88 to 300 VDC)

Physical Characteristics

Dimensions (Without Ears) 440 x 198 x 45.5 mm (17.32 x 7.80 x 1.77 in)
Environmental Limits

Operating Temperature 0 to 55°C (32 to 131°F)

Storage Temperature
(Package Included)

0 to 55°C (32 to 131°F)

Standards and Certifications

EMC EN 55032/35
EMI CISPR 32, FCC Part 15B Class A
IEC 61000-4-2 ESD: IEC 61000-4-2 ESD: IEC 61000-4-2 ESD: IEC 61000-4-2 ESD:
Contact: 8 kV; Air: 15kV  Contact: 4 kV; Air: 8kV  Contact: 8 kV; Air: 15kV  Contact: 4 kV; Air: 8 kV
|IEC 61000-4-3 RS: 80 |IEC 61000-4-3 RS: 80 IEC 61000-4-3 RS: 80 IEC 61000-4-3 RS: 80
MHz to 1 GHz: 10 V/m MHz to 1 GHz: 3 V/m MHz to 1 GHz: 10 V/m MHz to 1 GHz: 3 V/m
IEC 61000-4-4 EFT: |IEC 61000-4-4 EFT: |IEC 61000-4-4 EFT: IEC 61000-4-4 EFT: |IEC 61000-4-2 ESD: Contact: 4 kV; Air: 8 kV
Power: 4 kV; Power: 4 kV; Power: 4 kV; Power: 4 kV; |IEC 61000-4-3 RS: 80 MHz to 1 GHz: 3 V/m
Signal: 2 kV Signal: 2 kV Signal: 2 kV Signal: 2 kV |IEC 61000-4-4 EFT: Power: 4 kV; Signal: 2 kV
EMS IEC 61000-4-5 Surge: IEC 61000-4-5 Surge: IEC 61000-4-5 Surge: IEC 61000-4-5 Surge: IEC 61000-4-5 Surge: Power: 2 kV; Signal: 1 kV
Power: 2.5 kV; Power: 2 kV; Power: 2.5 kV; Power: 2 kV; IEC 61000-4-6 CS: 150 kHz to 80 MHz: 3 V/m;
Signal: 1 kV Signal: 1 kV Signal: 1 kV Signal: 1 kV Signal: 3 V/m
IEC 61000-4-6 CS: 150 IEC 61000-4-6 CS: 150 IEC 61000-4-6 CS: 150 IEC 61000-4-6 CS: 150 IEC 61000-4-8 PFMF
kHz to 80 MHz: 3 V/m; kHz to 80 MHz: 3 V/m; kHz to 80 MHz: 3 V/m; kHz to 80 MHz: 3 V/m;
Signal: 3 V/m Signal: 3V/m Signal: 3V/m Signal: 3 V/m
IEC 61000-4-8 PFMF IEC 61000-4-8 PFMF IEC 61000-4-8 PFMF IEC 61000-4-8 PFMF
IEC 61000-4-11 |IEC 61000-4-11 IEC 61000-4-11 IEC 61000-4-11
Safety UL 62368-1
MTBF
Time 374,652 hrs 248,837 hrs 370,752 hrs 247,119 hrs 357,995 hrs 241,404 hrs
Standards Telcordia (Bellcore) Standard TR/SR
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Combo Switch/Serial Device Servers

Product Series NPort $8455| NPort $84551-MM-SC NPort $8455|-SS-SC

Input/Output Interface

Alarm Contact Channels 2, Resistive load: 1 A @ 24 VDC
Digital Input Channels 2
Digital Inputs +13 to +30 V for state 1, -30 to +1 V for state 0, Max. input current: 8 mA

Ethernet Interface
10/100BaseT(X) Ports (RJ45

Connector) 5 3 3
100BaseFX Ports _ 2 _
(Multi-mode, SC Connector)

100BaseFX Ports _ = 2

(Single-mode, SC Connector)
Ethernet Software Features

Configuration Options Web console (HTTP/HTTPS), Wind utility, Serial le, Telnet |

Management BOOTP, Device Search Utility (DSU), DHCP Client, DHCP Option 82, HTTP, I%SIBIIEP, Port Mirror, RMON, SMTP, SNMPv1/v2c/v3, Syslog, TCP/IP, Telnet, Web
Filter 802.1Q, GVRP, IGMP v1/v2

Windows Real COM Drivers Windows 11/10/8.1/8/7/Vista/XP/ME/98/95, Windows Server 2022\/533(52%%%%&%/531 2/2008 R2/2008/2003/2000/NT, Windows Embedded CE 5.0/6.0,
Linux Real TTY Drivers Kernel versions: 6.x, 5., 4.X, 3.X, 2.6.X, 2.4.x

Fixed TTY Drivers macO0S Intel 64: 14, 13, 12, 11, 10.1x, SCO UNIX, SCO OpenServer, UnixWare 7, QNX 4.25, QNX 6, Solaris 10, FreeBSD, AIX 5.x, HP-UX 11i, Mac 0S X
Virtual Machine VMWare ESXi (Windows 11, 10), VMware Fusion and Parallels Desktop (Windows on mac0S 14, 13, 12, 11, 10.1x)

Arm®-based Platform Support Windows 11, Linux kernel 6., 5., 4.x, macO0S 14, 13,12, 11

Android API Android 3.1.x and later

Time Management SNTP

MIB Bridge MIB, Device Settings MIB, Ethernet-like MIB, MIB-II, P-BRIDGE MIB, Q-BRIDGE MIB, RFC1213, RFG1317, RMON MIB Groups 1, 2, 3, 9, RSTP MIB
Redundancy Protocols RSTP, Turbo Chain, Turbo Ring v1, Turbo Ring v2

Security HTTPS, SSL, SSH

Authentication Local Account Accessibility, RADIUS

Connector DB9 male

No. of Ports 4

Operation Modes Disabled, Real COM mode, RFC2217 mode, TCP Client mode, TCP Server mode, UDP mode

Baudrate 50 bps to 921.6 kbps

Flow Control None, RTS/CTS, XON/XOFF

Isolation 2kv

Console Port RS-232 (TxD, RxD, GND), 8-pin RJ45 (19200, n, 8, 1)

Serial Standards RS-232, RS-422, RS-485

No. of Power Inputs 2

Power Connector 2 removable 6-contact terminal blocks

Input Current 935 mA @ 12 VDC

Input Voltage 12 to 48 VDC

Dimensions 73.1 x 134 x 125 mm (2.88 x 5.27 x 4.92 in)

Installation DIN-rail ing, Wall ing (with op kit)

Operating Temperature 0 to 60°C (32 to 140°F)

Storage Temperature -40 to 75°C (-40 to 167°F)

EMC EN 55032/35

EMI CISPR 32, FCC Part 15B Class A

IEC 61000-4-2 ESD: Contact: 6 kV; Air: 8 kV
IEC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m
EMS IEC 61000-4-4 EFT: Power: 2 kV; Signal: 1 kV
|IEC 61000-4-5 Surge: Power: 1 kV; Signal: 0.25 kV
IEC 61000-4-6 CS: 150 kHz to 80 MHz: 10 V/m; Signal: 10 V/m
IEC 61000-4-8 PFMF

Environmental Testing |IEC 60068-2-1, IEC 60068-2-3

Hazardous Locations Cip2

Safety EN 60950-1, IEC 60950-1, UL 508, UL 60950-1

Time 287,354 hrs 200,951 hrs 286,993 hrs
Standards Telcordia (Bellcore) Standard TR/SR
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Serial Device Servers

Substation-level Device Servers

B |

Product Series NPort S94501-WV-T NPort S94501-2M-SC-WV-T | NPort S9450I-2M-ST-WV-T | NPort S94501-2S-SC-WV-T | NPort S94501-2S-ST-WV-T

Ethernet Interface

10/100BaseT(X) Ports
(RJ45 Connector)

100BaseFX Ports
(Multi-mode SC Connector)

100BaseFX Ports
(Multi-mode ST Connector)

100BaseFX Ports
(Single-mode SC Connector)

100BaseFX Ports
(Single-mode ST Connector)

Ethernet Software Features
Configuration Options Web Console (HTTP/HTTPS), Windows Utility, Device Search Utility (DSU), MCC Tool, Command Line Interface (CLI) through Serial/Telnet/SSH

Windows 11/10/8.1/8/7/Vista/XP/ME/98/95, Windows Server 2022/2019/2016/2012 R2/2012/2008 R2/2008/2003/2000/NT,
Windows Embedded CE 5.0/6.0, Windows XP Embedded

Linux Real TTY Drivers Kernel versions: 6.x, 5.x, 4.x, 3., 2.6.x, 2.4.x
macOS Intel 64: 14, 13, 12, 11, 10.1x

Windows Real COM Drivers

TG Y Wi SCO UNIX, SCO OpenServer, UnixWare 7, QNX 4.25, QNX 6, Solaris 10, FreeBSD, AIX 5.x, HP-UX 11i, Mac 0S X
Virtual Machine VMWare ESXi (Windows 11, 10), VMMware Fusion and Parallels Desktop (Windows on mac0S 14, 13, 12, 11, 10.1x)
g[l'l')‘g;{’ased Rl Windows 11, Linux Kernel 6.x, 5.x, 4.x, mac0S 14, 13, 12, 11

Android API Android 3.1.x and later

Industrial Protocols Modbus TCP Server (Slave), DNP3 TCP Outstation

Time Management NTP Server/Client, SNTP

MIB Bridge MIB, Device Settings MIB, Ethernet-like MIB, MIB-II, P-BRIDGE MIB, Q-BRIDGE MIB, RFC1213, RFC1317, RMON MIB Groups 1, 2, 3, 9, RSTP MIB
Redundancy Protocols RSTP, Turbo Chain, Turbo Ring v1, Turbo Ring v2

Security HTTPS/SSL, Local Account Accessibility, TACACS+, RADIUS, SSH

No. of Ports 4

Serial Standards RS-232, RS-422, RS-485

Operation Modes Real COM mode, RFC2217 mode, TCP Client mode, TCP Server mode, UDP mode, Modbus mode, DNP3 mode, DNP3 Raw Socket mode, Disabled
Baudrate 50 bps to 921.6 kbps (supports non-standard baudrates)

Flow Control None, RTS/CTS, XON/XOFF

Isolation 2KkV

Surge 4 kV

No. of Power Inputs 2

Input Current 520 mA @ 24 VDC

Input Voltage 24/48 VDC (18 to 72 VDC)

Dimensions 80 x 160 x 109 mm (3.15 x 6.30 x 4.29 in)

Installation DIN-rail mounting, Wall mounting (with optional kit)

Operating Temperature -40 to 85°C (-40 to 185°F)

Storage Temperature

(Package Included) -40 to 85°C (-40 to 185°F)

Standards and Certifications

EMC EN 61000-6-2/-6-4
EMI CISPR 32, FCC Part 15B Class A
EMS IEC 61000-4-2 ESD: Contact: 8 kV; Air: 15 kV, [EC 61000-4-3 RS: 80 MHz to 1 GHz: 10 V/m, IEC 61000-4-4 EFT: Power: 4 kV; Signal: 4 kV,
IEC 61000-4-5 Surge: Power: 6 kV; Signal: 4 kV, IEC 61000-4-6 CS: 150 kHz to 80 MHz: 10 V/m; Signal: 10 V/m, IEC 61000-4-8 PFMF, IEC 61000-4-11
Power Substation IEC 61850-3, IEEE 1613
Hazardous Locations CID2
Safety EN 61010-2-201, UL 61010-2-201
Time 347,436 hrs
Standards Telcordia SR332
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Substation-level Device Servers

Product Series NPort S96501-8- NPort S9650I-8- NPort S96501-8- NPort S96501-8B- NPort S96501-8F- NPort S96501-8F- NPort S96501-8F-
2HV-E-T 2HV-MSC-T 2HV-SSC-T 2HV-IRIG-T 2HV-E-T 2HV-MSC-T 2HV-SSC-T

Ethernet Interface
10/100BaseT(X) Ports

(RJ45 Connector) 4 2 2 2 4 2 2
100BaseFX Ports

(Multi-mode SC - 2 - - - 2 -
Connector)

100BaseFX Ports

(Single-mode SC - - 2 - - - 2
Connector)

Configuration Options Web Console (HTTP/HTTPS), Windows Utility, Device Search Utility (DSU), MCC Tool, Command Line Interface (CLI) through Serial/Telnet/SSH
Windows Real COM Windows 95/98/ME/NT/2000, Windows XP/2003/Vista/2008/7/8/8.1/10 (x86/x64), Windows 2008 R2/2012/2012 R2/2016/2019 (x64), Windows Embedded